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Preliminary Trandation
Draft Bill
for

Act on Digital Signature etc.

PART 1
Scope and application

1. The purpose of the Act isto promote the secure and efficient utilization of digital
communication by setting minimum requirements for certification authorities and digital
sgnatures as well as the associated key certificates. A further purpose of the Act isto
ensure an equa status of the possibilities of using paper-based and digital
communication in al areas where digital communication may serve the same purpose
as paper-based communication, and to make it obligatory for public authoritiesto be
able to communicate digitaly with al parties who wish so.

2.-(1) The Act shal apply to certification authorities and the key certificates issued by
such authorities, linking akey pair for digitd sgnature to a specific naturd or lega
person in such a manner that the addressee of a message provided with adigita
sgnature, through the associated key certificate, may get proof of the sender'sidentity
and be sure that the message originates from the sender in question and that the
contents of the message have not subsequently been dtered.

(2) The Act shdl dso apply to the digital communication of public authorities with
natura and legd persons.

3.-(1) The Act shdl not apply to payments transfer or payment transactions governed
by the Act on Payment Cards.

(2) Integrated systems that may be used both for gving digital Sgnatures and for
payments transfer shal be arranged by the service provider in such amanner that it
will be possble for the user in connection with each individud transaction to distinguish
clearly between the two functions.
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PART 2
Definitions

4.-(1) InthisAct akey pair for digitd sgnature shal mean a private and apublicly
accessible sgnature key that are interdependent in such away that adigital message
that may be decoded by the publicly accessible signature key can only be encoded by
means of the private sSignature key.

(2) Inthis Act akey certificate for akey pair shal mean adigitd certificate which
declares that a publicly accessible Sgnature key in akey pair belongs to a specific
natural or legal person.

(3) InthisAct adigitd sgnature shal mean the numerica vaue generated by the
process of encoding adigita message by means of asystem for digital sgnature and
the private Sgnature key in akey pair for digital sgnature.

(4) Inthis Act a certification authority shal mean natura or lega persons who issue
and publish key certificates for digital Sgnature.

(5) Inthis Act akeyholder shal mean anatura or legal person who has made an
agreement with a certification authority on the issue of akey certificate.

(6) Inthis Act atime stamp shdl mean a declaration indicating that a specific digita
message existed at a specific time.

5.-(2) In this Act an authorized certification authority shall mean natura or legdl
persons who have been authorized by the Nationa Telecom Agency to:

1) issueauthorized key certificates, or

2) issuekey certificates for authorized digital sgnature.

(2) Inthis Act an authorized key certificate shal mean akey certificate which is
issued by an authorized certification authority and meets the minimum requirements for
authorized key certificates in this Act or in regulaions issued in pursuance thereof.

(3) Inthis Act akey certificate for authorized digitd Sgnature shal mean an
authorized key certificate where signature keys and systems for giving digita sgnatures
meet the minimum requirements for authorized digita signatures.

PART 3
Use of digital signatures

Note: At present this Part contains a description of three dternative models for
implementing the fundamenta equa satus of digital and paper-based communication
in relation to forma requirements for existence in writing and signatures. The intention
is, on the bagis of the hearing, to decide which mode should be incorporated in the
find Bill.
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The exception modd!:

6A.-(1) Where Acts, provisions or regulations issued in pursuance hereof prescribe or
dipulate that a message has to be given in writing or be Sgned, such requirements are
consdered to be satisfied when the messageis given as a digital message with an
authorized digita sgnature.

(2) The Minigter respongble [following negotiation with the Minister of Research
and Information Technology] may except Acts, provisons, regulations or parts thereof
from subsection (1).

25a. Section 6A shdl come into force on 1 January 2001.

Theincluson modd:

6B. It may be laid down by Executive Order that Acts, provisons, adminidrative
regulations or parts thereof which contain requirements for amessageto be givenin
writing or be signed are considered to be satisfied by a digital message with an
authorized digita sgnature.

The combination modd:

6C.-(1) Where Acts, provisions or regulations issued in pursuance hereof prescribe or
dipulate that a message has to be given in writing or be Sgned, such requirements are
consdered to be satisfied when the message is given as a digital message with an
authorized digita sgnature.

(2) The Minigter respongble [following negatiation with the Minister of Research
and Information Technology] may except Acts, provisons, regulations or parts thereof
from subsection (1).

25a.-(1) Section 6C shdl come into force on 1 January 2001.

(2) It may belad down by Executive Order that Acts, provisons, adminidrative
regulations or parts thereof requiring a message to be given in writing or be Sgned are
conddered to be satidfied by a digita message with an authorized digital sgnature.

(3) Subsection (2) and Executive Ordersissued in pursuance thereof shdl be
repealed with effect from 1 January 2001.

7.-(2) The holder of akey certificate may regquest the certification authority to bar the
key certificate. Barring shal take effect when announced by the certification authority.
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(2) No right can be based on adigital message with a digital Sgnature where the
associated key certificate is barred unlessit is established that the digital Sgnature was
given before the key certificate was barred.

8.-(1) A key certificate may contain atime of expiry, subject to subsection (2).

(2) An authorized key certificate shal contain an expiry date, cf. section 15.

(3) No right can be based on a digitd message with adigita Sgnature where the
associated key certificate has expired unless it can be established that the digital
sgnature was given before the key certificate expired and that the digital message,
before expiry of the key certificate, was supplied with adigital signature where the
associated key certificate had not expired.

9.-(1) The key certificate may contain restrictions on the gpplication area of the digita
sgnature, subject to subsection (2)

(2) The Minigter of Research and Information Technology shdl lay down more
detailed rules specifying what categories of restrictions on the gpplication areamay be
used in connection with authorized key certificates and authorized digital Sgnatures.

(3) No right can be based on a digitd message with adigita Sgnature where the
message is outsde the gpplication areaindicated in the key certificate.

Consequences of the expiry of a key certificate and violation of usage
restrictions.

In sections 8(3) and 9(3), provisions are proposed for consequences in case of expiry
and violation of restrictions on using digita Sgnatures. The consequence has been
formulated in such amanner that expiry and violaion of the goplication areawill have
the result that no right can be based on digital messages with adigital sgnature.

This consequence seems gppropriate in connection with the barring Situation
(section 6(2)), where the private Signature key in some way or the other comesinto
the possession of an unauthorized third party, or the keyholder has lost control of his
private Sgnature key in other ways.

However, on expiry of the key certificate and violation of usage restrictions, the
keyholder will typically till have control of the private Sgnature key in question. It will
be more likely for the keyholder to have forgotten or overlooked the expiry or usage
restriction. So there might be Stuations in which the keyholder had intended to commit
himself according to the contents of the message. In this Stuation, because of the
formulation of the ligbility rule, the keyholder might later choose to disclaim an offer,
referring to the fact that the key certificate had expired or the message was outside the
gpplication area of the key certificate. On the other hand, the stipulated rule is clear
and unambiguous - aso to those who recelve asignature,
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Instead it would be possible to formulate the rule on consequences as a rule shifting
the burden of proof so that no right can be based on the Sgnature unlessit is
established that the keyholder intended to commit himsdlf according to the contents of
the message. In the case of expiry of the key certificate, a rule shifting the burden of
proof should be supplemented with a requirement to establish that the Sgnature is il
secure. If such reversed burden of proof is chosen, the decision will ultimately lie with
the courts.

If it is maintained that no right can be based on a digita sSgnature given after the expiry
date, it should be considered to replace the requirement for affixing a"fresh” digita
sgnature before the expiry date with a rule shifting the burden of proof, so that the
addresseeisto prove that the document has not subsequently been tampered with.
Such rule will probably be more expedient in practicd life. On the other hand,
adminigration of the rule is not equally easy.

Which of the modds should be incorporated in the Bill?

10. At the request of an addressee, certification authorities shdl give information on
the following:

1) any barring introduced,

2) any expiry date gpplicable, and

3) any redtrictions on the gpplication area.

11.-(1) A certification authority shall compensate keyholders and addressees of digita
sgnatures for any loss due to fallure of the certification authority to observeits own
security regulations as well asthe rules of section 3(2), section 7, section 10 and
section 12, subject to subsection (3).

(2) A cetification authority authorized under section 14(1), no. 1, shal compensate
keyholders and addressees of digital signatures for any loss as mentioned in
subsection (1) aswedl as any loss due to failure of the certification authority to observe
the provisons of section 15 and regulations issued in pursuance of section 14(3).

(3) A certification authority authorized under section 14(1), no. 2, shall also pay
compensation for any loss due to failure to observe rules issued in pursuance of
section 14(6). If such loss can be ascribed to the keyholder's negligence, the lighility to
pay compensation to the keyholder may be reduced or cease, and the certification
authority may have recourse againgt the keyholder for any compensation paid to
addressees.

(4) The certification authority's liability to pay compensation under subsections (1)-
(3) shdl ceaseif the digital Sgnature is given after expiry or barring of the key
certificate, or in case the digitdl Sgnature is given on adigital message not included
under the application area as indicated in the key certificate.

(5) Subsections (1)-(3) may not be departed from by previous agreement to the
detriment of the injured person or the party subrogating to the injured person's claim.
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(6) Any loss not included under subsections (1)-(4) shall be regulated by the
generad compensation rules of Danish law.

PART 4
Certification authorities

12.-(1) On request, certification authorities shdl give information to anyone about the

certification authority's certification practice and other business terms. Asaminimum,

this information shall contain a description of the certification authority's procedures for

issuing key certificates, including the certification authority's rules for verifying the

identity of the keyholder, the certification authority's internal security procedures etc.
(2) On request, certification authorities shal aso give information to anyone about

the following:

1) How thedigitd sgnatureis used.

2) Terms connected with holding and usng akey certificate, including requirements
for storing and protection of the associated private sSgnature key.

3) Theuser's cost of obtaining and using akey certificate and using the other services
of the certification authority.

4) The certification authority's and the keyholder's ligbility for loss in connection with
the use of digital sgnatures.

5) How the keyholder should notify the certification authority with aview to barring in
case the private sgnature key or an authorization code associated therewith islog,
misused or comes into the possession of other parties.

13.-(1) Unless otherwise stipulated under this Act, the Act on Data Protection etc.
shdl gpply to the handling of persond datain connection with the operation of the
certification authority.

(2) The certification authority may not use data on keyholders for purposes other
than those connected with the operation of the certification authority. The certification
authority may not pass on data on keyholders other than data appearing from the key
certificate.

(3) Data showing who has looked up in the database of the authorized certification
authority may only be used or passed on if thisis necessary for implementing digita
sgnatures, law enforcement or when authorized under other Acts.

14.-(1) On gpplication, the National Telecom Agency may grant authorization to
natural and legal persons to:
1) issueauthorized key certificates, or
2) issuekey certificates for authorized digita Sgnature.

(2) An authorization may be revoked.

(3) The Minigter of Research and Information Technology shal lay down rules
specifying the conditions for obtaining the authorization as a certification authority,
including gpplication requirements and rules for revoking an authorization granted.
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(4) In provisions under subsection (3), requirements may be stipulated for the

following aspects.

1) capitd basis

2) physicd and logica security
3) emergency preparedness

(5) Provisons under subsection (3) shdl dso include requirements for the
certification authority's procedures for:

1) verifying the identity and regidration of the keyholder and the keyholder's public
key,

2) issuing key certificates,

3) setting up and operating a database for key certificates,

4) barring of key certificates, and

5) provison of facilities for the purpose of time samping.

(6) Provisions under subsection (3) deding with authorization as mentioned in
subsection (1), no. 2, shal aso contain requirements for the certification authority
regarding the technical and security-related requirements to be met by the systems that
may be used for giving authorized digitd Sgnatures. On the basis of thisthe
certification authority may gtipulate requirements for the system(s) to be used by the
keyholder for giving authorized digitd signatures and for the expiry date thereof.

The supervisory authority's publication of authorized certification authorities

Isit necessary for the supervisory authority to issue certificates to certification
authorities, or will it be sufficient that the certificates of the certification authorities be
identified in other ways - e.g. through publication of certificate fingerprintsin
newspapers, the Officia Gazette etc? An eectronic hierarchy where the supervisory
authority isissuing certificates to certification authorities will imply that the supervisory
authority can apply for incluson of the centra key in the browsers exiging in the
market o that these may automatically recognize certificates issued under a Danish
supervisory authority rather than a Situation where individud certification authorities
would have to apply for inclusion to browser producers.

On the other hand, the establishment of a Danish supervisory authority with a central
key will be much more costly than publication in other ways (off-line), and over time
these costs will have to be imposed on certification authorities. It will therefore be
desirable to have information on how the market looks at this question.
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15. An authorized key certificate shall contain the following:

1) unique identification of the keyholder,

2) activation and expiry date of the key certificate for digitd Sgnature,

3) information indicating thet the key certificate is authorized and whether the digital
sgnature is authorized, and

4) information on any restrictions on the gpplication area

16. The Miniger of Research and Information Technology may lay down rulesfor
fulfilling internationa agreements on mutua recognition of certification authorities, key
catificates and digitd signatures ensuring that foreign key certificates which meet the
requirements for authorized digita Sgnature under this Act may be used for giving
authorized digita signatures.

PART 5
Duty of public authoritiesto use digital communication

17.-(2) Public authorities and ingtitutions etc. governed by the Public Adminigiration
Act, cf. section 1(1) and (2) thereof, shdl offer private individuas digita
communication with public authorities.

(2) The Minigter of Research and Information Technology shdl lay down more
detailed rulesfor this.

(3) Natural persons who generdly want to receive messages from public authorities
and inditutionsin adigita form may notify an email address to the civil regidration
system (CPR).

(4) Legd personsregistered in the central business register (CVR) and who
generdly want to receive messages from public authorities and indtitutions in a digita
form may notify an e-mail address to thisregister.

Section 17(2): This provison makes it possible to lay down redtrictions as to what
documents authorities etc. are to receive. Should it be decided instead by the
individua authority or ingtitution what document formets it wants to receive?
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PART 6
Supervision etc.

18.-(1) The Nationd Telecom Agency shdl maintain supervison to ensure that
certification authorities comply with the rules of section 3(2), section 7, section 10 and
section 12.

(2) Furthermore the National Telecom Agency shdl maintain supervision to ensure
that authorized certification authorities under this Act comply with the rules of
section 15 and regulations issued in pursuance of section 14(3).

(3) The Nationd Telecom Agency shdl lay down regulations on the establishment
of asystem auditing unit and how to carry out system auditing.

(4) The Nationad Telecom Agency shdl make decisons regarding falure to comply
with the provisions of subsections (1) and (2). However, the National Telecom
Agency may not dedl with questions of compensation. In connection with the decison
of acasethe National Telecom Agency may issue orders to certification authorities.

(5) The Nationa Teecom Agency may impose daily pendties on a certification
authority for the purpose of enforcing compliance with orders as mentioned in
subsection (4). Digtraint may be levied to recover the amounts.

(6) The Nationd Telecom Agency may revoke a certification authority's
authorization in case the certification authority fails to comply with orders as mentioned
in subsection (4) and in case an authorized certification authority falsto pay daly
pendtiesimposed under subsection (5).

19.-(2) The Nationa Telecom Agency may demand al such information from
authorized certification authorities as is deemed necessary for adminigration of this
Act and rules issued in pursuance thereof.

(2) The Nationd Telecom Agency may a any time, subject to proof of itsidentity
and without a court order, make ingpection vists at the business address of an
authorized certification authority.

20. The Minigter of Research and Information Technology may decide that authorized
certification authorities should pay afee for the case adminigtration involved in the
authorization, for the supervison maintained under section 18, and for other public
expenses necessary for the Minister of Research and Information Technology to
exercise his powers under the Act. The fee may aso include expenses associated with
the Appeals Board referred to in section 21.

PART 7
Complaints

21.-(1) Complaints regarding the decisions of the Nationa Telecom Agency in
pursuance of section 18(4)-(6) and section 19 or regarding the National Telecom
Agency's case adminigtration in connection therewith may be brought before an
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Appeds Board gppointed by the Minister of Research and Information Technology.
The Appeds Board cannot make decisions in matters regarding compensation. In
connection with adecison, the Appeals Board can issue orders to a certification
authority.

(2) The Appeds Board shdl congs of a chairman, who isto fulfil the ordinary
conditions for being a High Court judge, and four members who, collectively, must
represent the necessary expertise in technicd, financia and consumer fields,

(3) The chairman and members shdl be gppointed by the Minister of Research and
Information Technology for periods of three years. Regppointment shal be possible.

22.-(1) The Appeds Board may impose daily pendties on a certification authority for
the purpose of enforcing compliance with orders, cf. section 21. Distraint may be
levied to recover the amounts.

(2) The Appeds Board may direct the Nationd Telecom Agency to revoke
authorizations:

1) if an authorized certification authority fals to comply with orders as mentioned in
section 18(1), and

2) if anauthorized certification authority failsto pay daly pendties as mentioned in
subsection (1).

(3) The Appeds Board may request the Nationd Telecom Agency to give
technica assistance for the purpose of carrying out investigations for eucidetion of a
case, or may request such assistance from other parties.

(4) The Minigter of Research and Informeation Technology shdl lay down more
detailed rules for the activities and case administration of the Appeds Board, including
rules on the following:

1) collection of feesfor cases dedt with by the Board,

2) time limits for submitting complaints to the Board.

(5) The Minigter of Research and Information Technology shdl bear the costs of
secretarial assistance to the Board, subject to section 20.

23.-(1) The decison of the Appeds Board cannot be referred to other administrative
authorities.

(2) The decison of the Appedals Board may be brought before the courts for a
period of up to six weeks after the date on which the decision was communicated to
the partiesinvolved.

(3) If acetification authority fails to comply with the decision of the Appeals
Board and has not brought the decision before the courts within the time limit referred
to in subsection (2), the Appedls Board may impose daily penalties on the certification
authority. Digtraint may be levied to recover the amounts.

(4) Subject to recommendation by the Apped's Board, the Minister of Research
and Information Technology may furthermore revoke the authorizetion of the
certification authority.
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PART 8
Sanctions etc.

24.-(1) Unless more severe punishment is prescribed under other laws, any person
who wilfully gives wrong information to, or fraudulently withholds informetion from, a
certification authority in connection with the issue of akey certificate shdl beliableto a
fine, smple detention or under aggravated circumstances imprisonment for up to Six
months.

(2) Companies etc. (legd persons) may be held criminaly ligble under the rules of
Part 5 of the Danish Crimina Code.

PART 9
Coming into force etc.

25.-(1) This Act shdl come into force on 1 January 1999, subject to subsections (2)-
(4).

(2) Section 17(1) shal come into force subject to further decison by the Minister
of Research and Information Technology, but not earlier than 1 January 2001.

(3) Section 17(3) shal come into force subject to further decison by the Minister
of Research and Information Technology.

(4) Section 17(4) shal come into force subject to further decison by the Minister
of Research and Information Technology.

26. This Act shdl not apply to Greenland and the Faroe Idands but may by Roya
Order by put into force for these parts of the Kingdom with such modifications as may
be required by the specid conditions prevailing in Greenland and the Faroe Idands.
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General Comments

A. Exigting rules

The rapid development in recent years within the field of information technology,
including the merging of eectronic data processing and telecommunications, has led to
an increased use of digita communication in al spheres of society. The use of
eectronic mall and information exchange viathe Internet is rising sharply. Within the
bus ness community, the technology is being used increasingly for eectronic
commerce, i.e. for making contracts and transferring payments via eectronic media,
including the automeatic exchange of business documents such as orders and invoices
(e.g. viaEDI - Electronic Document Interchange). For example, 80% of al Danish
companies with more than 5 employees are today exchanging data e ectronicaly with
other companies or with public authorities.

In reation to public authorities, eectronic communication enables more efficient
communication between authorities and private citizens and companies. For example,
electronic sdf-service systems are being developed which dlow the citizen to file his
tax return, gpplications etc. from ahome PC or from a public information kiosk. In the
long term, digital communication will also enable citizens to have access to files under
open public adminigtration.

Today, electronic exchange of data between companiesis carried out in dedicated
systems where a specific code of practice, i.e. lega effects, security aspects, exchange
formats etc., has been agreed in advance between the parties involved. The common
standards for electronic data interchange currently being implemented by the centra
organizations of the Danish corporate sector as an element of anationa EDI action
plan may serve as an example of a code of practice used in such dedicated systems.
Companies frequently doing business with each other have found it useful to set up
such framework agreements.

However, thissolution is not feasibleif it isdesired, in principle, that al companies,
authorities and private individuals on the network should be able to carry out legdly
binding transactions mutudly, for example placing an individua order or enter into an
individua agreement whether or not they have been in contact with each other before.

As areault, there isagrowing demand by the commercia sector for lega regulation
that may provide a satisfactory framework ensuring that it will be possible to make
legdly binding transactions via open networks such as the Internet without having to
arrange with the addressee in advance how to do it.
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However, the Danish business community is not the only sector to be interested in
electronic communication. It is to be expected that the use of the Internet by private
individudsin acommercid context, i.e. ordering and buying goods viathe Internt,
will grow draméticaly.

For private citizensit will aso be rdevant to use the Internet to file tax information,
apply for loans, order medica cards, passports or driving licences, file building licence
goplications or notify change of address, or receive eectronic prescriptions from their
doctor following up on atelephone consultation etc.

The use of dectronic communication for binding legd transactions presupposes that it
is possible to communicate with security of the sender's and the addressee's identity,
the integrity of the content, and often with guaranteed confidentidity in relaion to other
parties aswell. In other words, solid technical solutions must be available.

When we communicate on paper, our Sgnature and letter paper serve to identify usto
the addressee, who will also be able to see if the envel ope has been opened in trangit
and whether dterations have been made in the written text. In practice, communication
is usudly exchanged without much thought being given to these agpects. And in fact it
isonly in afew exceptional cases that we need to pay atention to it.

When communication is eectronic, there is no concrete evidence in the same manner
which makes us notice immediately that the content of a message may have been
dtered, and it is difficult, not to say impaossible, to be sure who isthe actud sender of
the message. This meansthat in practice it is much easer to make dterationsin a
message or pretend to be another person without this being visible to the addressee.

A s0lid digita sgnature may safeguard againgt these problems. The use of digitd
sgnatures cals for aspecid infrastructure to ensure the user of such signatures the
cgpability of verifying the originator's identity and to provide security to the originator
as well asthe addressee with regard to the integrity of the content.

For this purposeit will be necessary to set up one or more establishments known as
certification authorities which may act as independent third parties for verifying
identities. In principle, it might be left to the market itsdlf to arrange for certification
authorities to be established and to ensure that the solutions they offer will be solid
enough. But thisis a new market with products of such technical complexity thet it is
extremely difficult for the individua user to be sure that the product offered hasthe

necessary Security.

The purpose of the present Bill is to regulate the activities of certification authorities by
way of an authorization scheme and a number of minimum requirements for the
security of certification authorities aswell as a number of requirements for the design,
security level etc. of digital Sgnatures which may promote the provison of solutions
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having the necessary qudity. Furthermore the purpose of the Bill isto define the extent
to which the certification authority is ligble in connection with faults and misuse of
digitd sgnatures.

Besides the uncertainty asto what sysemsfor digital signature are secure, thereis
uncertainty about the possibility of using digitadl communication and digita Sgnetures
for legdly binding transactions. What can you use a digitd signature for, and with what
legd effect?

In anumber of fields there are no forma requirementsin Danish law, i.e. no
requirements for a gpecific legd transaction to be made in writing, be signed etc., in
order for the transaction to be regarded as valid and binding. This applies for instance
to formation of ordinary business contracts. In such areas the decison asto whether a
digital sgnatureis proof that a specific person has sgned a specific message will
ultimately lie with the courts. Asin the case of a handwritten Sgnature, the courts are
to make a concrete decison in each individual case as to whether a Sgnature has been
given by the person it purports to represent and whether the document has
subsequently been atered. The starting point here - asin the case of ordinary
sgnatures - is that the courts have freedom to assess evidence, including freedom to
assess the concrete evidence produced in support of the authenticity of the individua
digita sgnature(s).

With framework legidation on digita signatures, which - as mentioned above - will
ensure 0lid systems, it may be expected that an authorized digita Sgnature givenin
conformity with the requirements of the law will have greet evidentia weight in
connection with alawsuit.

The question is, however, whether the courts will accept digita Sgnaturesimmediatdy
in areas where there are specia statutory requirements for sgnature and existence in
writing etc. Irrespective of legidation on digital Sgnatures it must be considered
doubtful whether eectronic communication will be accepted in dl casesin areas with
such formd requirements. Some forma requirements may be fulfilled by digitd
communication, while there may be other areas in which digital communication cannot
be applied for various reasons.

Thislega uncertainty is not desirable, consdering the socioeconomic advantages of
furthering eectronic communication. It should be clear to citizensin what aress, to
what extent and in what way it is possble to use digitd communication with digita
sgnatures when there are forma requirements for existence in writing or sgnatures. In
other words, it must appear clearly where you can and where you cannot,
communicate digitaly.

The equd atus of digital and paper-based communication cannot be implemented in
al areas. There may be areas not yet suitable for digital communication because the
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digitd world does not yet offer the same functionality as we have today with
paper-based communication. In the same way, there may be other aspects which
imply that it will not be possible to use digital communication in the short term.

An overdl review of dl legidation and regulation through Executive Orders are to
clarify whether and to what extent it will be possible in each individud areato use
digital communication.

The hearing verson of the Bill contains three aternative modes on how the equa
datus of digital and paper-based communication may be implemented in practice. The
intention is, on the basis of repliesto the hearing etc., to make the final choice between
these three models. See aso section C(2) and sections 5A-C of the Bill.

B. Background

1. Whatisadigital signature?

A digitd sgnature isanumerica vaue giving the same function as an ordinary
handwritten sgnature, i.e. rdating a certain amount of information to a specific person.
In addition, adigitd signature provides security that the Sgned message cannot be
atered subsequently. A digital sSgnature is produced by means of a computer program
based on the use of encryption techniques.

A digital sgnature is crested by means of a secret code known as the private signature
key, which is only accessble to the user concerned. The private Sgnature key is
associated with a publicly ble code known as the public sgnature key, which
may be used by othersto verify the digita Sgnature, i.e. verify the sender's integrity
and the integrity of the message. Thisis because the private Sgnaiure key and the
public Sgnature key are interrelated in such amanner that adigita message which may
be decoded by means of the public signature key can only have been encoded by
means of the private Sgnature key.

Initself the Sgnature does not mean anything to the addressee Since it gppearsas a
group of apparently random letters and digits, but by applying the sender's public
sgnature key to the signature, the addressee's computer program can determine
whether the Sgnature was given by means of the sender’s private Sgnaiure key. If the
sender's public signature key can decode the signature, the signature has been verified.

Example:
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If apatient communicates eectronicaly with his doctor, the patient wants to be sure
that e.g. a prescription originates from the doctor and nobody ese. By using his
private Sgnature key to sign the prescription, the doctor provides this security to the
patient. The patient may obtain the doctor's public sgnature key from the certification
authority and have the doctor's Sgnature verified. The patient can now be surethat it is
the doctor who has given the prescription.

The sysem is aso important in other aress, e.g. dectronic agreements. The sdler is
willing to send his goods to the customer, confident that the order in fact originates
from the customer and not from an unauthorized third party.

Digitdl sgnatures may aso be used by legd persons (e.g. acompany such as

Lego A/S). If acompany isusing adigital sgneture, it will be comparable with digitd
letter paper, where the addressee will have proof that the message originates from that
lega person. Combined with adigitd signature from anatural person who is entitled to
ggn for the company in question, the digital |etter paper may serve asabassfor a
message indicating, for example, that Peter Hansen, Product Manager of Lego A/S,
wants to order 10 new PCsfor ingtallation in week no. 23.

Digital signature with fingerprints

The cdculations to be made for digital sgnatures are quite complicated - so
complicated in fact that they will occupy an excessive amount of computer power if
the documents to be signed have a certain and not very large extent. To reduce this
problem, most programs for digitd Sgnature are desgned in such away that they
generate what might be called fingerprints of the text (also known as a hash vaue),
which is encoded by means of the private Sgnature key. By signing the fingerprint
ingtead of the whole document, resource savings are obtained. The fingerprint is
generated in away which gives a high degree of security that two different texts will
not have the same fingerprints.

The consequence of using techniques with fingerprintsis that a digital message with a
digitd sgnature will conss partly of the message itsdf in plain text (not encoded) and
partly the fingerprint of the message encoded by the originator's private signature key.
The fingerprint in an encoded form is the digitd signature.

The addressee decodes the fingerprint using the sender's public signature key, and
may now compare the decoded fingerprint with the fingerprint of the message itsdlf,
caculated by his own computer. If the two fingerprints are identicad, then the signature
was given by the person indicated as the keyholder in the key certificate.
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2. Digital signaturein practice

To generate adigital Sgnature, it is necessary to have a private signature key and a
computer program which, on the bass of the Sgnature key and the digita message,
can make the caculaions for the digital Sgnature.

In most cases the private signature key is generated by the computer system that the
user wants to gpply for calculating the signature. This may be for example a browser,
the newest versions providing the capability of generating digita signatures. When the
key has been generated by the user, it will typicaly be stored on the user's PC. If
ready-made solutions are bought, e.g. homebanking etc., the key may be generated
by the program supplier, and the signature key can be ddivered on diskette or CD-
ROM or other portable storage media. In the long term it must be expected that
chipcard solutions will be offered, where auser may buy a chipcard and the key is
generated and stored on the chipcard. This solution is the most secure solution known
for storing keys since the chipcard is difficult to tamper with.

The private signature key is to be protected by a PIN code or password, known from
the "Dancard and PCs. Thus the keyholder will activate his private Signature key by
keying his PIN code. Thiswill protect against unauthorized use of the key if an
unauthorized third party comesinto possesson of the medium on which thekey is
stored. Like the Dancard, the user's handling of his PIN code is therefore an essentia
security factor in adigitd Sgnature system.

With a private Sgnature key and a computer program, it is possible to give digita
ggnatures. However, if the Sgnature is to be governed by this Bill, it is a precondition
that the public key should be registered at a certification authority. Thusthe
certification authority plays a decisve part in an infrastructure for digitad Sgnatures.
The chief task of the certification authority isto ensure the addressee of adigitd
sgnature the cgpability of verifying the originator'sidentity. In other words, the
certification authority isto declare what naturd or legd person akey pair for digita
sgnature belongs to.

To thisend, the certification authority will issue akey certificate, i.e. adaafile
containing the keyholder's name, address or other information identifying the holder, as
wdll asthe keyholder's public sgnature key. The addressee's PC will check
automatically whether the digita sgnature may be verified by means of the public
sgnature key in the key certificate. If this decoding is successful, the addressee can be
sure that the message was originated by the rlevant natura or lega person stated in
the certificate, and that the message has not subsequently been dtered.

: Danish electronic payment card system.
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In addition, the addressee must ensure that a number of conditions have been fulfilled.
Inthefirgt place, the addressee must examine whether the key certificate is barred.
This may bethe caseif the keyholder has lost contral of his private key. Secondly, the
addressee must examine whether the key certificate has expired. Findly, the

addressee mugt examine whether there are restrictions on the digitd signature in the
associated key certificate and, if so, examine whether the digital message falswithin or
outside the application area.

Barring of akey certificate will occur for example in connection with misuse or loss of
control of the private signature key. If the key certificate is barred, no right can be
based on the digitd sgnature unless it was given before barring was announced by the
certification authority. The certification authority may notify users of barred key
certificates in several ways, but it is required that information as to whether akey
certificate is barred or not must be available to dl potential addressees. Barring is
discussed in further detail under section C(1).

If an expiry date isfixed for akey certificate, this must gppear from the certificate. A
key certificate might for example be valid from 1 January 1998 to 1 January 2001.
The consequence of akey certificate expiring isthat no right can be based on digita
sggnatures given after the expiry date. Thusit will not be possible to base any right on a
digitd sgnature given after 1 January 2001. Expiry is discussed in further detail under
section C(2).

The gpplication areawill gopear from the key certificate. A digitd sgnature may for
instance be restricted to be applicable for certain transactions only, e.g.
communication with public authorities or for homebanking etc. In case a message with
adigitd sgnature fals outsde the gpplication areain the key certificate, no right can
be basaed on the message. Barring is discussed in further detail under section C(1).

It isthe addresseg's risk to rely on adigital Sgnature without having examined the
conditions mentioned. If the addressee omits to verify asignature and it turns out that
the key certificate had expired or was barred, the addressee will have to bear any loss
in connection with this.

C. Content of the BIll

The Bill is based on a number of expert reports on legd problems in connection with
the introduction of systems for encryption on open networks, including the Nationa
Telecom Agency's "Main Report on a Possble Authority Initiative in the Encryption
Ared’, dated June 1993, and the IT Security Council's proposal for "Denmark's IT
Security Policy”, issued in November 1996.
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While drafting the Bill, the Ministry of Research and Information Technology has dso
had severd consultations with the sectors and organizations most affected, in order to
ensure the technica foundation of the Bill and to take relevant interests into
consderation at an early stage.

In December 1997, the Minister of Research and Information Technology, together
with the Minigter of Business and Industry, the Minister of Economic Affairs and the
Minister of Taxation, gave areport to the Folketing (the Danish parliament) on the
security of digitd communications, including digitd Sgneture.

The Bill contains the following principd dements:

1. Authorization scheme for certification authorities

a. Expiry of key certificates

b. Barring of key certificates

C. Redrictions on the use of digital Sgnatures

d. Liability
2. Regulation of forma requirements for existence in writing and signatures
3. Duty of public authorities to be aole to recalive digitd communication

a Document formats

1. Authorization schemefor certification authorities

The purpose of the Bill isto promote the secure and efficient utilization of digita
communication by setting a number of minimum requirements for certification
authorities and key certificatesissued by certification authorities.

The Bill comprises certification authorities without an authorization, aswell as
certification authorities with an authorization. The Bill stipulates a few requirements
goplicableto Al certification authorities as well as anumber of more extensve
requirements for certification authorities that wish to obtain an authorization.

Any certification authority must publish its certification practice and other business
terms. As aminimum, this information must give a description of the certification
authority's procedures for issuing key certificates, including the authority's rules for
verifying the keyholder's identity, the authority's internal security procedures etc. This
certification practice is dso of importance to the ligbility of certification authoritiesto
pay compensation, see comments on section C(1).

A certification authority may goply for authorization for the purpose of issuing
authorized key certificates or for the purpose of issuing key certificates for authorized
digitd Sgnatures.
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The two authorization models represent two different security levels. While the
certification authority issuing authorized key certificatesis soldy guaranteaing security
on and in connection with the key certificate, the certification authority issuing key
certificates for authorized digital Sgnaturesis dso guaranteeing security in the
computer system and the signature key employed by the keyholder.

The two authorization modds thus differ only in that the certification authority issuing
key certificates for authorized digital signatures undertakes a guarantee to addressees
for the software that the originator is using for generating keys and affixing authorized
digitd sgnatures.

In the nature of the case it will primarily be in connection with authorized digita
ggnatures that there will be aprior assumption that the courts will consder such digita
sgnatures secure. For the same reason, only authorized digital Sgnatures may thus be
used in areas where the law contains forma requirements for existence in writing or
ggnatures. Thisis because only authorized digita signatures give a guarantee to the
addressee that dl eementsin the creation of the digital Sgnature meet the minimum
requirements for secure digital communication.

Authorized key certificates give a guarantee to the addressee that adequate
identification of the keyholder has been made, but there is no guarantee that the
keyholder is keeping his key in a safe way, just asthere is no guarantee thet the
keyholder's software for generating digital Sgnatures meets the security requirements.
As a conseguence, an authorized key certificate does not entail the same prior
assumption of acceptance by the courts, nor does an authorized key certificate fulfil
forma requirements for sgnature and existence in writing.

But an authorized key certificate guarantees thet the certification authority fulfils the
security requirements of the Bill for identification of the keyholder, issue of key
certificates, publication of barring notices etc.

Furthermore an authorized key certificate must contain information stating that the key
certificate is authorized, its expiry date, any redtrictions on its use aswell as
information indicating whether it isissued for authorized digitd Sgnatures.

a. Expiry of key certificates

A catificate for digitd Sgnature will have alimited lifetime. A Sgnature key described
as secure today may not necessarily be secure in ten years, considering the explosive
development of the computing power of PCs. It must therefore be expected that
ggnature keyswill become obsolete and that after a number of years digitd signatures

dready given may be exposed to forgery.
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Users must therefore be prepared to obtain new key certificates with new and better
sgnature keys gradudly as the sSignature keys can no longer be regarded to protect
sufficently againgt manipulaion.

The Bill requires certification authoritiesissuing key certificates for authorized digital
sggnatures to indicate an expiry date in the certificate. The certification authority
guarantees that the sgnature key is secure until the expiry date.

When a key certificate has expired, no right can be based on a digital message with a
digitd sgnature unlessit is established that the digital Sgnature was given before the
key certificate expired and that the digital message was supplied, before expiry of the
key certificate, with adigita signature where the associated key certificate had not
expired.

This supplementary digital sgnature or "refreshment” will thus have to be given on the
message before expiry of the key certificate. In case a supplementary digita signature
isnot given in time before expiry of the key certificate, no right may be based on the
message. In other words, there must dways be a digital Sgnature on a document
where the associated key certificate has not expired.

Asindicated in the question box in the Bill itsdlf directly after section 9 of the Bill, this
isarather hard-and-fast rule, which might advantageoudy be replaced by a reversed
burden of proof.

Thisexpiry problem illustrates thet the digitd technique is much different from the
paper handling we have got used to over severa hundred years. Thusit will be
necessxy to keep an eye on the vdidity of digita documentsthat are of sgnificance
over alonger period of time.

b. Barring of key certificates

The keyholder may request the certification authority to bar akey certificate, for
example because an unauthorized third party has got access to the keyholder's private
sgnature key. No right can be based on digital Sgnatures given after the time of
barring.

This poses two questions:
The firg one is the question as to how the certification authority should notify

addressees of digital Sgnatures that the key certificate is barred. The Bill makesit
obligatory for certification authorities to notify addressees of barring in connection with
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the verification. The obligation may be met for example by the certification authority
setting up a database of dl certificates issued and inserting notes on barred certificates.

The next question iswhether adigital Sgnature was given before or after the time of
barring. This determination is decisve because barring takes effect when notification
thereof has been published by the certification authority. The decison asto when a
digitd sgnature was given may aso be of Sgnificance in connection with a
supplementary digitd signature to be given before expiry of akey certificate, see
comments on the expiry of key certificates above.

Thetime of giving adigitd sgnature will not necessarily gppear from the Sgnature
itsdf. The Sgned digitl message itself may contain a date.

It may be possible to determine the time by going through log files on the originator's
computer system, dthough such dating may be manipulated by the originator. If the
message has been sent via open networks, it may be possible, by going through the
log files of athird party who has transported the message to the addressee (e.g. an
Internet provider), to ascertain when the message was sent and received respectively.

In practice, however, it will often be technically difficult to determine the time when the
digitd sgnature was given.

A solution to these evidence problems may be to let the message with adigital
sggnature or merdly the sgnature itself be time stamped by an independent third party.
It isonly necessary to time stamp the Sgnature itsalf asit may be verified later thet the
ggnature is associated exclusvely with the message in question and that the message
has not been dtered, see the description of digital sSgnatures under section B. Time
stamping may be made via a certification authority or another independent indtitution
which will affix atime stamp to the message or Sgnature.

It has been considered whether it should be obligatory for the originator to time stamp
amessage with adigitd Sgnature, thus ensuring thet it is determined in dl Stuations
when atransaction was made. However, there will be a number of Stuationsin which
time stamping is not considered necessary, either to the originator or the addressee,
and there may dso be gtuaionsin which it is primarily the addressee who needs, via
independent time stamping, to be able to prove when a digital signature was originated
or received. Whether the originator or the addressee chooses time stamping will thus
be governed by their legd interest in such slamping and their need for it. Asareault,
the Bill does not contain specific regulation indicating in what Stuations the originator
and addressee respectively are to use time stamping.

Time stamping may aso be relevant where the sender or addressee subsequently
wants to be able to document the time of sending, respectively receiving, a document.
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An authorized certification authority isto provide or arrange an offer for atime
stamping service.

c. Restrictions on the use of digital signatures

Digita sgnatures represent an entirely new and unknown technique to most people.
Some familiarization will probably be needed before everyone has full confidencein
these systems. It may therefore be desirable, both for users and certification
authorities, that there should be an opportunity to test the system. It may be, for
example, that a user isinterested in buying goods viathe Internet, but does not want to
be able to sl his house using his digita sgnature. Or that the user isinterested in
being able to file histax return etc. with public authorities, but wants no access to
electronic commerce. In the same manner, it may be relevant for the certification
authority to restrict the use of the certificate in order to control the risk of losses due to
misuse, for which the certification authority is liable. Thus the certification authority
may limit its activitiesto asmaler areaor merely build up its activities over time.

Redtrictions on the gpplication areawill appear from the key certificate. Addressees of
digital sgnatureswill therefore become aware of the retriction in connection with the
verification of the sgnature if the addressee examines the content of the key certificate.

If adigitd message with adigita sgnature fals outside the gpplication areg, no right
can be based on the digital message in question.

Redtrictions on the use of akey certificate may involve problemsif the restriction is
described in such amanner that it is not immediately clear to the addressee whether
the use fals within the gpplication area. As aresult, the Bill contains authority for the
Minister of Research and Information Technology to lay down a number of categories
for authorized key certificates.

d. Liability

The Bill embodies regulation for the liability of certification authorities and keyholders.
Certification authorities have absolute liability towards keyholders aswell as
addressees of sgnatures for any loss due to failure by the certification authority to

observe its own regulations.

A certification authority issuing authorized key certificates dso has aosolute ligbility for
observing the minimum requirements laid down pursuant to the Bill for authorized key
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certificates. Thisincludes anumber of security procedures regarding identification of
users, key generating, issuance and handling, including any barring of key certificates.

A certification authority issuing key certificates for authorized digitd sgnaturesisaso
ligble for ensuring that the security of the systems employed by the user to give digitd
Sgnatures obsarve the minimum security requirements of the Bill. This meansthat the
certification authority, based on the minimum requirements of the Bill, may prescribe
what systems the user should employ for digital Sgnatures and how long the
certification authority guarantees the key certificate. If these systems cannot live up to
the stipulated minimum requirements, the certification authority hasto pay
compensation for any resulting loss, see section 11(3).

However, if the certification authority demongrates that thisloss is ascribable to the
keyholder's negligence, the liability of the certification authority towards the keyhol der
may be reduced or cease, and the certification authority may have recourse againgt the
keyholder for any compensation paid to addressees. The Stuationsin which the
keyholder has a share in the liahility, are concerned with protection of the private
sgnature key and use of the software prescribed by the certification authority.

The proposed liahility of the certification authority for the user's choice of software for
digitd sgnaturesis rather extensve since the certification authority isnot redly ina
position to ensure that the user in fact employs the software that the certification
authority has required him to use. Asaresult, the Bill contains the possibility of shifting
the absolute liability to the keyholder in Stuations where he is responsible for a specific
fault, for example through failure to employ the prescribed software or by having
shown negligence in handling the private Sgnature key.

The reason for this liability regulation is primarily that the security of an authorized
digitd sgnature would beillusory in precticeif the routines of the certification authority
and the software employed are not both included under the security scheme and the
liability of the certification authority. If an authorized digitd sgnatureisto be
recognized by the courts, it must be required that al security critical dementsin the
digital sgnature are included under the scheme.

Obvioudy thiswill place a heavy burden on the certification authority, and the Ministry
of Research and Information Technology would be glad to receive proposas for other
solution mode s which may offer the same guarantee that an innocent addressee of an
authorized digital signature may be compensated for loss due to breach of statutory
security and qudity requirements.

If neither the certification authority nor the keyholder has committed any faullt, the
ligbility to pay compensation must be decided according to the ordinary compensation
rules of Danish law.
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In case of forgery, the ordinary rules of Danish law will be gpplicable. This means that
the Bill does not take a position on the difficult question of the borderline between
forgery and agency arising through estoppdl. This question must be decided by the
courts.

2 Regulation of formal requirements

Note: This section has been formulated with three dternative modes for implementing
the fundamenta equa status of digital and paper-based communication in relation to
forma requirements for existence in writing and sgnature. The intention is, on the basis
on the hearing, to decide which modd should be incorporated in the find Bill.

As described under section A, there are a number of forma requirements that cannot
directly, or may not even in the long term, be fulfilled by digital communication.

In practice, framework legidation aming to achieve an equd datus of digita
communication and paper-based communication in areas with forma requirements can
ather be implemented via an exception or an incluson modd.

Under the exception modd, digita messages with an authorized digita Sgnature are
basicaly put on an equa footing with paper-based communication in relation to formd
requirements for existence in writing and signature. The exception modd gives
authority - temporarily or permanently - via Executive Orders to except Acts,
Executive Orders or individua provisons therein which contain requirements for
exigence in writing or sgnature. The exception mode will not enter into force until 1
January 2001 in order to give authorities time to go through laws, ensuring thet all
statutory requirements have been considered, that any amendments arein place, or
that the necessary statutory requirements have been excepted.

Under the incluson model, the Bill gives authority in each legd areato lay down
adminigratively to what extent and in what way digitd communication will be able to
mest requirements for sgnature and existence in writing. A time scheduleis set up for
the Government's examination of |aws etc. to ensure that amendment of rulesin the
relevant areas can be implemented as early as possible.

The difference between the two modds s their sgnificance as a paliticd signd to the
business community and consumers. While the starting point of the exception modd is
an equd datus, the incluson modd is based on the assumption that each individua
gatutory requirement has to be expresdy included. Another point is that the exception
modd will put grester pressure on individual Ministries with regard to arranging the
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necessary amendments. But at the same time the mode! - especidly if thetimescdeis
too tight - may lead to massive exceptions, a Stuation which will not be desirable.

When the question was reviewed during the initia debate in the Folketing, a modd
combining the inclusion and exception modd s was proposed. Under this modd, it
should be possible, until the exception modd comes into force, to lay down
adminigratively to what extent and in what way digital communication can satisfy
requirements for sgnature and existence in writing. Executive Orders issued before
introduction of the exception modd will be repealed when this modd comes into force.
This makes it possible, dready from the commencement of the Act, to take steps to
introduce practicd equdity.

Irrespective of the choice of aregulation modd, the Government will take the initiative
for areview of dl legidation in order to clarify what Statutory requirements for
existence in writing and signature are in existence today. In the case of Satutory
requirements which cannot be satisfied today by digitd communication, but where it
should be possible to satisfy such statutory requirements, the Government will lay
down atimescae specifying when it will be possible to use digitd communication.

3. Duty of public authorities to use digital communication

The Bill lays down a requirement for public authorities to be able to communicate
digitaly with citizens who wish 0, a0 in matters where some form of binding
response is required from the citizen. The duty will not become effective until further
decisions have been made by the Minister of Research and Information Technology
and not earlier than 1 January 2001.

Such duty has practica aswell aslega consequences. A practica consequenceis that
the authority must make communication lines available to the citizen and get the
necessary equipment to enable communication with citizens who wish so.

The lega aspect isthat an authority cannot rgject adigital message from acitizen
merely because the messageisin digital form.

a. Document formats

While a paper document isimmediately available, there is not one common standard
today for representing digitd documents. Digitd documents may be represented in a
great number of ways, as pure text, as aword processing document, in e-mail format
etc. Asaconsequence, the use of digitd technology implies the uncertainty that it
cannot dways be assumed that an addressee will be able to read a digitd message
since the technology does not yet ensure full compatibility between dl systems, or
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even within the same system. In connection with digital communication it is therefore
essentid that the sender of adigital document should use a document format thet the
addresseeis able to read.

The problems associated with document formats are closdy bound up with the
questions of contract law as to when a message may be regarded as having reached
the addressee, respectively been brought to his notice. The Bill has chosen not to take
apogtion on thisissue ance it would appear to be more dedrable to leave legd
developmentsin this regard to the courts, as has been the case for current
interpretation of the concepts of "having reached” and "having come to the notice of* in
relation to paper-borne communication.

It must be abasic principle that in connection with the transmission of digita
documents, generaly recognized standards should be used. On the other hand, the
addresseg, if receiving an illegible message, must notify the sender of this,

The issues of contract law as to when amessage "has reached”, respectively "cometo
the notice of", have not been regulated specificdly by the Bill. Isthere a need for
regulation, for example in connection with aregulation of e-mail addresses with specid
legd effects, and if so, what should be the content of such regulation?

However, in rdation to the duty of the public sector to be able to send and receive
digita messages under section 17 of the Bill, it has been consdered desirable to give
the Minister of Research and Information Technology authority to lay down more
detalled rules for technica requirements for communication to and from public
authorities and ingtitutions. By laying down detailed requirements for this, transparency
will be ensured for the citizen communicating with public authorities aswel as
definition of the duty of public authorities and indtitutions to use digitd communication.

D. Internationa devel opments

Establishment of aframework for digitad communication is not an isolated Danish
phenomenon. To awide extent such sysems must dso be able to function globdly if
the business community and users are to derive full benefit of the facilities offered by
the system.

It will therefore aso be relevant to consider how far other countries have proceeded in
regard to the regulation of digital sgnatures and what initigtives are in the pipdinein
various internationd collaborative forums such asthe EU, UN, WTO, OECD and G7.
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In April 1997, the EU Commission issued a communication on electronic commerce,
followed up in October 1997 by a communication on encryption and digita Sgnatures.

The Commission calson al member countries to initiate the necessary stepsto ensure
confidence in digitd signature systems. In the Commission's view thisimplies that
common requirements should be introduced for European certification authorities and
key certificates, ensuring the possibility of mutual recognition of digital sgnatures, and
it should also be ensured that secure digitdl Sgnatures, in al areas where thisis
possible, will enjoy the same lega recognition as documents with handwritten
sgnatures.

The Commission's communication was discussed at a Council meeting of Ministers of
Tdecommunications on 1 December 1997. The Council adopted a number of
conclusions, asking the Commission to propose a Draft Directive on Digitd Signatures
as soon as possible. At the same time it was agreed to discuss relevant aspects of the
Commission's communication in the Council of Minigters of Jugtice and Home Affairs

The UN Commission on Internationa Trade Law (UNCITRAL) adopted a model
law in June 1996 on eectronic commerce. The mode law is based on the fundamenta
ideathat electronic commerce requires that digital messages be put on an equd footing
with paper messages, on condition that the functions served by paper are served
equaly well on adigitd bass Thisideaof functiond equivalenceis expressed in
articles 5-7 of the modd law which dedl with requirements for existence in writing and
sgnatures.

Article 5 of the mode law indicates that information shall not be denied legd effect
solely on the grounds that it isin the form of a data message. Asfor the requirement
for information to be in writing, article 6 of the modd law indicates thet this
requirement is met by a data message if the information contained therein is ble
S0 asto be usable for subsequent reference. As for sgnature requirements, it is stated
that where the law requires a Sgnature of a person, that requirement is met if amethod
is used to identify that person and to indicate that person's approva of the information
contained in the message, and if that method is as reliable as was appropriate for the
purpose for which the data message was generated or communicated.

UNCITRAL has subsequently appointed aworking group on digital signatures, which
has been assigned the task of formulating guideines for digital sSignatures and other
eectronic identification. The most recent meeting of the group wasin Viennaon
19-30 January 1998.

In anumber of countries initiatives are under way to promote digital communication.
However, there is much uncertainty with regard to the specific content of future
legidation in the individud countries on digitd Sgnatures etc.
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In the United States a number of states have adopted legidation on digital signatures.
Utah passed the firgt regular law on digital signatures, with regulation of certification
authorities and giving legd effect to digitd sgnatures. Since then a number of Sates
have followed, with law initiatives differing widely in scope and content. However, a
federd levd it is ill uncertain what initiatives the US Government will take with regard
to digital Sgnatures.

In Europe, Itdy and Germany have adopted nationa legidation on eectronic
documents/contracts and digital Sgnatures respectively. The German legidation is
limited to cover only an authorization scheme for certification authorities, while the
legd effects are not regulated.

In summary, the Situation may be described as follows: there are a number of initiatives
under way, both nationaly and within the framework of internationa cooperative
bodies. These initiatives have not yet assumed a character that may serve as aclear
landmark indicating how internationa regulation in areas such as digital sgnatures will
bein the lagt resort. It is the attitude of the EU Commission that the EU should make
use of this situation and lead the way with regard to developing models for concrete
legidation, thus being able to exert an active influence on future regulation.

With the present Bill, it may be possible for Denmark to derive a competitive
advantage from being among the first in the market and being able to influence
international solution models. On the other hand, it must be recognized that with an
early Danishinitiative in the area of digitd communication, it may be necessaxry a a
later date to carry out adjustmentsin the regulation when and if subsequent
internationd initiatives are taken, for example a Draft Directive from the EU.



Draft Bill for Act on Digital Signature etc. 16 February 1998 30

E. Adminigtrative and financial consequences of the Act

1. Certification authorities

The function as a certification authority will be afree commercid activity within the
framework set by the present Act. As a consequence, it isaprior condition that the
activities of certification authoritieswill be financed via user charges.

Personnd costs must be expected in the form of aminor number of manyearsin the
National Telecom Agency for carrying out supervison, aswell as personnel costsin
connection with the gppointment of an Appedals Board.

2. Consequencesto public authorities

a. Review of all legislation

As described under section C(2), the Government will take the initiative to areview of
al legidation in order to clarify what statutory requirements there are today for
exigence in writing and sgnatures. This review will be initiated no matter which mode
will ultimately be incorporated in the Bill.

The extent of this mapping project is difficult to estimate. A smple seerch in the Legd
Information database indicates that there are about 4000 statutory requirements for
exigence in writing and another 1400 on sgnatures. If we include the underlying
regulations in Executive Orders, the figure may approach some 10,000 statutory rules.
All rules have to be reviewed, and for each individud provison it must be assessed
whether digita communication may be used and what amendments of the statutory
provision or Executive Order may possibly be needed.

Theamisfor al Minigries to have completed thisinitid review of existing legidation
before 1 May 1999. Depending on which equdity model is incorporated in the fina
Bill, the individual Minigtries must then, before 31 December 1999, have laid down
gpecific timescales on how and when the necessary adjustments of Acts and Executive
Orderswill be completed, and have mapped the extent to which it will be necessary to
introduce exceptions in case of an exception modd. All amendments must have been
made before 1 January 2001, when the principd rule of the Act is planned to come
into force in case the exception mode is chosen.
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b. Duty of public authorities and institutions to communicate
digitally

Asfor the duty of public authorities to communicate digitaly with citizens who wish o,
it isassumed that this duty will become effective from 1 January 2001 at the earliest
and the Minigter of Research and Information Technology, by way of an Executive
Order, will lay down specifications for document formats that public authorities must
be able to handle.

This duty may be met by setting up acentrd unit within the authority or ingtitution for
receiving and trangmitting digital communication. For municipal adminidrations, the
requirement may thus be met by setting up a communicetion facility in the mayor's
Secretarid office.

By the year 2001, public authorities and ingtitutions should be able to communicate
eectronicaly with the surrounding world based on current standards. It is assumed
that in using the authority of the Bill, the Ministry of Research and Information
Technology will only refer to generd and accepted standards.

In so far as authorities choose the minimum solution (one point of reception for each
public authority/indtitution etc.), the Bill will only involve modest cogts, which will be
amply compensated for after an initid phase by the savingsto be derived by using
digitd communication.

3.  Commercial consequences of the Act

The Act should be seen in the context of the Government's nationa EDI action plan
"Electronic Commerce in Denmark™ (Ministry of Research and Information
Technology, November 1996), where the Bill on Digita Signature isincorporated as a
separae initiative capable of solving anumber of legd and practicd problemsin using
EDI.

Access to éectronic communication based on common standards is expected to give
added profitsin individua companies due to rationalization and also to increase the
comptitiveness of companies viaimproved facilities for eectronic interaction with
other companies. Likewise it may be expected that the administrative burdens on
companies will be eased because it will be possible for them to report information to
public authorities dectronicdly.
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Legidation on digital Sgnaturesis being prepared in anumber of other countries, and it
must be assumed to improve the competitiveness of Danish trade and industry that
Denmark is ensured legd clarification of these issues at an early Stage.

4, Environmental consequences

Successvely asthe Bill becomes effective, it will involve clear benefitsto the
environment, partly because of lower resource requirements for trangport of messages
and partly because of savingsin paper consumption. The Bill has no gppreciable
negetive consequences to the environment.

5. Year 2000 consequences

(Will depend on replies to the hearing)

F. Hearing

This Draft Bill has been circulated for hearing to al Minigtries as well as a number of
relevant organizations etc.
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Commentson the Individual Provisions of the Bill

Section 1;

The purpose of the Bill isto promote the secure and efficient utilization of digital
communication. Thiswill make it possible for society to derive clear benefitsin the
form of chesp, quick, flexible and environment friendly exchange of information, for
example in terms of communication with public authorities and contracting between
private individuals and companies ec.

The Bill therefore lays down anumber of minimum requirements for certification
authorities, authorized key certificates and for authorized digital Sgnatures. The Bill
embodies two dternatives for authorizations with different security levels.

A certification authority may obtain authorization to issue authorized key certificates,
and the authority will then guarantee security in connection with the issue of the key
certificate itsdlf. Furthermore, a certification authority may obtain authorization to issue
key certificates for authorized digita signatures. In these Stuations the certification
authority will guarantee security in connection with the issue of the key certificate as
well as the systems used for giving the authorized digital Sgnature.

In view of the minimum requirements for security, it must be expected that the courts,
in areas where there are no statutory requirements for sgnature and existence in
writing, will basicaly recognize digitd sgnatures which meet the minimum requirements
of the law as secure. In addition, authorized digital Signatures may be used in areas
where the law requires exisience in writing or signature, see section 6A/B/C of the Bill.

If adigital sgnature where the associated key certificate is authorized is used, there
will only be a guarantee that the authorized key certificate has been issued under
authorized conditions. Unlike authorized digital sgnatures, there will not be the same
prior assumption that the security of the sysems used for giving the digital Sgnatureis
aufficient, and it will thus depend on concrete production of evidence whether such
digital Sgnatures may serve as abassfor legaly binding transactions. Digitd Sgnatures
where the associated key certificate is authorized will not be applicable in areas where
the law dtipulates existence in writing or signature, see section 6A/B/C of the Bill.

It is not intended to preciude the establishment of certification authorities or provison
of digital sgnatures with associated key certificates that do not meet the stipulated
minimum requirements for authorized key certificates and authorized digita sgnatures,
nor does the Bill prevent the development of a market for digital sgnatures with a
security leve higher than the minimum requirements of the law.
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If digital Sgnatures are used outsde the authorization scheme, they will rely on the
production of concrete evidence, partly on whether the key certificate was issued
under sufficiently secure conditions and partly on whether the sysemsfor giving the
digitd Sgnature are sufficiently secure.

The Bill lays down a number of minimum requirements regarding the lidbility of
certification authorities to pay compensation as well as other obligations of certification
authorities. The rules apply to certification authorities both with and without
authorization.

Section 2;

The proposed provison aims to define digital Sgnature according to this Bill in relaion
to other forms of digita identification, including systems for eectronic identification that
do not involve a certification authority. Thusit is established that digitd Sgnatures
under the present Bill must be generated by means of an asymmetric encryption
system and that the public signature key must be registered by a certification authority.

This definition does not preclude agreements to the effect that the Act should be
goplied in areas where it would otherwise not be used automaticadly, for ingancein
systems that do not employ certification authorities. Nor isit intended thet the Bill
should interfere with existing contractua rel ationships between private parties.

The Bill does not intend to exclude digital identification methods and securing of
evidence in digita messages other than those employing asymmetric encryption and
regigtration of the public key by a certification authority. It will be a matter for the
courts to take a concrete decision on digital signatures given in other ways.

The Bill will apply to authorized certification authorities as well as certification
authorities without authorization.

Section 3;

The proposed provison amsto delimit the Bill on Digitad Signature etc. in relation the
Act on Payment Cards.

The Bill on Digitd Signature etc. regulates a technigque which corresponds in many
respects to the technique used in payment systems, for example the "Dancard” system.
Both for digita sgnatures and payment transactions via Dancards, encryption
techniques are used for secure communication.
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In the long term, there will probably be instances in which systems for digital Sgnature
and for carrying out payment transactions will be available, in many cases, on one and
the same medium S0 that the user may carry out severd types of transaction by using
the same card. Here it will be essentid to be able to distinguish the various functions
s0 that use of the same card for signature and payment does not give rise to any doubt
to the customer. It will be important for a user, for instance, to be able to distinguish
when entering into an agreement with subsequent payment. Has a digitd signature
been given in this Stuation, or hasthe user dready, in redity, completed a payment
transaction?

Regulation of payment sysems differsin severd repects from the present Bill, and it
is therefore essentid to be able to separate payment transactions and payments
trandfer asidentified in section 1 of the Act on Payment Cards from digitd signatures.
The difference between sysems for digitd sgnature and payment systems will typicaly
be that some form of guarantee is associated with a payment system, the card issuer
guaranteeing a certain amount in relation to the payee, while adigita sgnature merdy
sarves to identify the keyholder. The difference between regulation of digital Sgnatures
and payment systems appears, among other things, from the liability rules, see
comments on section 7.

It will therefore be essentid for systems for payment and systems for digital signature
to be separated logicaly to make it clear to the user when he is Sgning and when heis
carrying out a payment transaction.

Consequently the present provision stipulates that integrated systems that may be used
both for giving digita Sgnatures and for payments transfer must be arranged by the
sarvice provider in such amanner that it will be possble for the user in connection with
eaech individua transaction to distinguish clearly between the two functions.

For example, it might be possible to alocate different PIN codes to the two systems
50 that the user would aways be aware which type of transaction is being made. In
thisarea it may be necessary to have supplementary rules for consumer protection, as
commercia and consumer interests do not seem to be the same,

The provison does not intend to regulate software manufacturers, but is amed at
certification authorities in connection with the approva of systems that may be used
for generating authorized digita signatures. A certification authority recommending
gystemsto its users must therefore ensure that the systems meet the requirements of
this provison.

Section 4:

The am of this provison isto define a number of central conceptsin the Bill.
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Subsection (1):

The provison defines akey pair for digitd sgnature. The concept "key par” is not
included in the wording of the Act as such, but the interrelation between the private
and the publicly ble sgnature keys of the key pair is crucid to understanding
the technique underlying digitd Sgnatures, see Generd Comments, section B.

Subsection (4):

The definition of a certification authority is essentid because the Bill sipulatesa
number of requirements for the certification authority's duty to give information and the
extent of itsrdiability. It isnot intended through this provison to include al issuers of
key certificates, e.g. key certificates soldy used for admittance control etc. The Bill
0ldly refersto key certificates used in connection with the affixing of digital Sgnatures

Subsection (5):

A keyholder as defined in subsection (5) may both be anaturd and alega person. In
the long term it is conceivable that the technique underlying digital sgnatures will be
used for giving lega persons the capability of undertaking obligations as such by
means of digital Sgnatures. However, this cgpability fals outsde the scope of this Bill.

To legd personsthe legd effects of adigitd sgnature according to this Bill may be
compared with usng afirm's etter paper, asthe digita signature will merely provide
evidence that the message originates from the legd person in question, but not
necessarily that the legd person will be ligble for the contents of the message. If the
company wants to attest to the contents of a message, the message must be signed by
the natura person(s) who are empowered to sign for the company.

Subsection (6):

Time stamping is a declaration indicating that specific digital information existed a a
specific time.

In practice, time samping may appear, for example, asa digital Sgnature on acertain
amount of digital information including an indication of time.
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Time slamping may be used to provide documentation to ensure that a given message
exiged a a goecific time or to "refresh” the security of adigital Ssgnature whichis
about to expire, see Generd Comments, section C(1).

Under section 14 of the Bill, authority has been given to require authorized certification
authorities to ensure users access to time stamping, thus enhancing the security of
evidence.

Section 5;

This provison lays down definitions of authorized certification authorities, authorized
key certificates and key certificates for authorized digital Sgnatures.

Sections 6A-C:

Note: At present the Bill contains a description of three dternative modd s for
implementing the fundamenta equd status of digital and paper-based communication
in relaion to forma requirements for existence in writing and sgnature. The intention
is, on the basis of the hearing, to decide which mode should be incorporated in the
find Bill.

The intention of the Bill isto create a foundation which will ensure that a digitd
sgnature may be just as good as a handwritten signature, and that it will consequently
be possible to use digital messages with digita Sgnaturesin al areas where paper and
handwritten signatures are used today.

Badcdly, the sgnature itself does not pose any problems. In Danish law itisa
traditiond starting point that there is no requirement as to how contracts should be
made. A contract remains vaid even if it is not written on paper with asignature. If
you nod your assent or accept an agreement verbdly, it isjust as binding as if written

on paper.

Therules of the Bill on digital Sgnature will provide ahigh degree of security for the
identity of the sender of amessage and for the vdidity of its contents. However, it is
not possible to bind the courts to accept a digital Sgnature since thiswould be
contrary to the principle of freedom to assess evidence. But in view of the legd basis
for digitd sgnatures, it must be expected that a digitd signature will have consderable
evidentid weight.
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On the other hand, the starting point that a digita Sgnature and a handwritten signature
are equaly good may give rise to problems in areas where Acts or Executive Orders
include requirements for Sgnature or existence in writing.

In connection with forma requirements, it will primarily be a condition thet the digita
message should be legible, see General Comments on the Bill, para. B(c). Secondly, it
will dso be arequirement that the digita message should be available in a permanent
or lasting form so that it may subsequently be recreated in the same manner asis used
in the case of e-mail or diskette files. But areguirement for existence in writing will not
have been met merely because acdl is made from adigita telephone.

In addition, a number of various consderations may be underlying a requirement for
exigence in writing or Sgnature, according to the needs to be fulfilled by the
requirements. In many cases aformad requirement may very well be met viaadigitd
document provided with adigita sgnature. For example, the requirement may only
indicate the wish to have security of the identity of the sender of a document or
security of the contents of the document.

In other cases the requirement for existence in writing will involve aprior condition for
communication on paper, e.g. specific forms or blanks to befilled in, conferring a
specific legd status on the person(s) possessing them. Thisis the case for documents
such as cheques and hills, passports and driving licences, which are al document
types that cannot immediately be digitized. At any rate, thereis no sense in making
digitd money or cheques without protecting against copying.

In the consumer area there may be specia protective consderations behind statutory
requirements for existence in writing or Sgnature, e.g. ensuring, viaa concrete process
of written sgnature, that the consumer will be made aware of the consequences of
specific acts, or that a concrete set of contract terms is handed to the consumer.

Certain conditions of an adminidrative, practica or financiad nature will mean thet the
law needs to be adjusted before digita messages will be able to replace such
paper-based documents. This gpplies, for instance, to the rules on submitting written
tenders in response to public invitations to tender, where it may be required that
envelopes should be opened a the same time. These rules may be adapted to the
eectronic universe, but will cal for an amendment of the law.

Furthermore, there may be internationa agreements or EU legidative acts which
prevent Danish legidation for the purpose of giving an equa datusto digitd and
paper-based communication in relation to formd requirements. An example of such
legidation is the Credit Agreement Act, which is based on a EU Directive on
consumer credit. The Act contains a requirement for existence in writing for dl
consumer credit agreements, and in the last resort it will be for the EC Court of Justice
to decide whether this requirement can be met by digital communication.
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Findly, there may be formad requirements in areas where - a any rate within the
foreseegble future - there is no sense in using digitd communication. This appliesto
those areas in which forma requirements are bound up with the wish to be able to
identify an origind document. Here it will typicaly be necessary to introduce extensve
technical and organizationa changes before digital communication can be used. Such
techniques are available, but the question is outside the scope of this Bill.

Section 6A:;

According to the exception modd, digita messages with digitd sgnatures are basicaly
put on an equa footing with paper-based documents with handwritten Sgnaturesin
relation to forma requirements for existence in writing and signature. The exception
mode gives authority - temporarily or permanently - via Executive Orders, to exempt
specific Acts, Executive Orders or individud provisons therein which contain
requirements for existence in writing or Sgnature.

The equdity principleis not only linked to cases in which the wording of an Act
expresdy dipulates existence in writing or sgnature, but aso to Stuationsin which this
requirement is "implied”. This alows for such verba passagesin the law as do not
expressy require existence in writing or Sgnature. For example, there may be a
requirement to the effect that aform hasto be filled in or a declaration hasto be
submitted.

Both in case of arequirement for existence in writing and a requirement for signature,
adigitd sgnature has to be affixed to adigital message in order to meet the
requirement. In those cases where existence in writing does not involve a requirement
for dgnature as wel, it might be dleged that it would be sufficient to send a digitd
message without a digitd Sgnature. However, the digita sgnature does not only add a
sgnature, but it aso ensures that the document has not been dtered after it was
originated. So this quality gives adigital message the same qudlity as possessed by a
paper message, in contrast to a verba message: that subsequently there is security for
the contents of the message, because the document cannot be atered without the
dteration being tracegble.

It has been proposed that the exception model should take effect from 1 January
2001 so that authoritieswill have time to review legidation to ensure that al statutory
requirements have been considered and that any amendments arein place, or that the
necessary statutory requirements have been excepted if necessary.

Subsection (2):
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The generd principle of equdity asindicated in subsection (1) cannot be implemented
directly in dl areas. Certain requirements for existence in writing and signature must be
excepted temporarily or permanently from the generd equdity rule of subsection (1).

To avoid any doubt as to which provisions with requirements for existence in writing
or Sgnature should be excepted from the generd equdity principle of the Act
according to subsection (3), it is proposed to issue Executive Orders specifying the
provisons where digitd communication will not be able to satisfy forma requirements.
The reguirements for existence in writing and signature that may be departed from by
Executive Order may appear from Acts aswdl as Executive Orders.

In relaion to the requirements for existence in writing and signature included in the
Executive Order on exceptions, it isintended to lay down an action plan for
implementing the equdity to the extent that the exception is of atemporary character.

Section 6B:

According to the incluson modd, the Bill provides authority in each legd areato lay
down adminigretively to whet extent and in what way digita communication may
satidfy the requirement for Sgnature and existence in writing.

It is planned to set up atime schedule for the Government's review of legidation etc.
to make it possble for amendment of rulesin the relevant areas to be implemented as
early aspossble.

Section 6C;

Thismodd combines the proposed provisions of sections 6A and 6B. Section 5A (the
exception modd) will be the solution in the long term, while section 6B (the inclusion
modd) will apply in the trangtiona phase. This modd will thus solve the problem that
if the exception modd is chosen with alate implementation dete, there will in redity be
alonger period in which authorities that wish to introduce practica equality between
digita and paper-based communication would have to introduce amendments to Acts.

Under this modd, authorities that wish to start digital communication in the near future
may use the authority to lay down rules about this through Executive Orders. When
the exception modd enters into force, these Executive Orders will be repeded, see
the proposed section 25a.

Section 7:
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Theam of thisprovison isto lay down rulesfor barring of akey certificate.

Barring of akey certificate should be made in Stuations where a keyholder loses
control of his private Sgnature key, for example if an unauthorized third party gets
access to the keyholder's chipcard or PC where the private signature key is stored.

In such Stuations the keyholder should immediately ask the certification authority to
bar the key certificate to avoid misuse. If the keyholder failsto request barring in cases
where the keyholder knows or has reason to believe that an unauthorized third party
has access to his private sgnature key, the keyholder may incur liability in relaion to
an addressee in good faith, see comments on section 11. How the keyholder should
request the certification authority to bar his digita sgnature will depend on the
guiddines of the individud certification authority.

The Bill dipulates that barring will take effect from the moment when this has been
announced by the certification authority. However, there will be a period from the time
when the barring message arrives &t the certification authority till the certification
authority announces the barring. The question is who should bear any losses sustained
by addressees during that period. It is proposed in this provision that the keyholder
should bear therisk of claims for compensation from addresseesin good faith snce
the reason for barring will typicaly be due to conditions ascribable to the originator.

Under section 14, more detailed rules can be laid down for publication of notices for
certification authorities that issue authorized key certificates.

Subsection (2):

This provison aims to regulate the effect of akey certificate being barred. The
addressee of adigital Sgnature where the associated key certificate is barred cannot
base any right on the digita message in question unless the addressee can establish
that the Sgnature was given before the time of barring.

The decison as to whether a specific digitd Sgnature was given before or after the
barring may, as described in Generd Comments under section C(1) and in the
comments on section 3(8), involve problemsin afew Stuations since it does not
gppear from the signature itself when it was given.

Thetime of barring will be the only factua and demongrable indication of time.
When the addressee observes in connection with the verification of adigita signature

that the key certificate is barred, he should request the keyholder to confirm or
disconfirm the sgnature in other ways, for ingance by asking for adigitd Sgnature
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where the associated key certificate is not barred or by requesting some other form of
acknowledgment from the sender, e.g. a paper message with asignature.

However, if the keyholder denies having given the sgnature, it will for the addressee to
edtablish that the signature was given before the barring.

In some Situations the addressee will have reason to believe, in connection with the
verification, that the Sgnature was given before barring of the key certificate. It is
concelvable, for example, that a user receives an e-mail on a Thursday, but does not
have the occasion to open it until Saturday. The e-mail contains a message with a
digitd sgnature. When the user seeks verification of the sgnature in the database, it
turns out that the key certificate was barred on Friday.

In this example the Sgnature was given before the time of barring, but an evidence
problem may arise if the originator denies having signed the document in question and
if the addressee is not able to establish that the Sgnature was given before the time of
barring.

It may be possible to produce technica evidence to show that the message was signed
or sent from the originator before the time of barring. For example, log files held by
the sender, any information carriers used or the addressee may indicate that the
document was filed before the time of barring.

However, the sarting point must be that the party who wants to rely on the content of
the document must establish that the digita sgnature was given before the barring.

As described under the comments on section 3(8), the addressee may enhance the
security of evidencein relation to the barring question by Ietting an independent third
party affix atime slamp to the message and/or Sgnature.

The certification authority's absolute liability will cease when akey certificate is barred,
see section 11(4).

Section 8;

This provison regulates the specid condderation that adigitd sgnature affixed to a
digitd message will gradualy become obsolete as the technique dlowing the code to
be broken gets faster and more sophisticated. In afew years time the e ements that
condtitute a secure digital Sgnature today will no longer protect againgt forgery etc.

The obsolescence issue reflects a basic difference between digital and handwritten
sggnatures. When using digital Sgnatures, users should carefully consder how their
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digital documents will be stored. Documents that may become important beyond the
expiry period of theinvolved digita Sgnatures must be stored with care,

A key certificate will typicaly contain an expiry date. The Bill requires authorized key
certificates to specify an expiry date, see subsection (2).

The Bill proposes that the consequence of a key certificate expiring will be that
addressees cannot base any right on the digital Sgnature unlessit is established that the
sgnature was given before expiry of the key certificate, and that the digital message
was supplemented before expiry of the key certificate with adigital sgnature where
the key certificate has not expired.

When akey certificate has expired, two requirements must thus be fulfilled:

Inthefirg place, it must be established thet the digital signature was given before
expiry of the key certificate. See comments on section 7 on Smilar conditionsin
connection with barring.

Secondly, adigita sgnature where the key certificate has not expired must have been
affixed to the digital message before expiry of the key certificate. In other words, the
digita message must remain Sgned at dl times with a"fresh” key so asto ensure that
the integrity of the document will be preserved. There is no need for the same persons
to sgn again. It isonly necessary to lock the document with a new signature key so
that no one can tamper with it. Such solution may be redized by affixing ones own
digital Sgnature to the document or to cause atime stamp to be affixed, see comments
on section 3(8). But to secure proof that "refreshment” was made before expiry of the
sgnature, it will be necessary in dl casesto have atime stamp.

Reference is made to the question box within the text of the Bill directly after
section 9.

An example of the expiry process. If you have made an agreement with alandlord to
rent a house for ten years, and the landlord's digita sSignature expiresin four years, the
digital message must be "refreshed” before expiry of the four years. Y ou may either
choose to use your own digital signature to lock the document, or you may apply to
the certification authority and have atime stamp put on the contract, the integrity of
which will then be secured for afurther period. If you use your own digitd Sgnature, it
will be desirable to use time stamping anyway, o that you will be able to prove when
you affixed your digitd Sgnature.

When akey certificate has expired, the certification authority's absolute liability will
cease, see section 11(4).
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Section 9:

This provision enables the certification authority to impose restrictions on the use of
the digitd sgnature in the key certificate. Asto the grounds for using restrictionsin the
key certificate, see Genera Comments on the Bill, section C(1).

Subsection (2):

This provison gives authority for the Minister of Research and Information
Technology to lay down specific categories of usage redtrictions on authorized digita
sgnatures.

If certification authorities have free access to determine the gpplication area, this might
involve unnecessary adminigtration in connection with the verification of digita
sgnatures because it will be necessary to go through the various specificaly framed
regtrictions of individua key certificates to darify whether auser may base any right on

agpecific agpplication.

It istherefore proposed to lay down alimited number of redtrictions on usage. Such
categories must be determined in cooperation between the industry and user
representatives and may include the following generd categories:

Communication with public authorities
Family law transactions
Electronic commerce

Buying and sdlling of red property
Subsection (3):
If adigitd message with adigita sgnature fals outside the gpplication areg, no right

can be based on the digital message in question. At the same time the certification
authority's absolute liability will cease, see section 11(4).

| See the question box within the text of the Bill directly after section ©.

Section 10:

Theam of this provison isto enable the addressee to get information on any barring,
expiry or regtrictions on the gpplication areain connection with the verification of a
digitd Sgnature.
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The Bill proposes that the certification authority should give informeation on these
meatters on request. Asfor expiry and restrictions on the gpplication areg, this will
typically appear from the key certificate, and the requirement according to section 10
may therefore be met by the certification authority giving potentia addressees of digita
sgnatures access to key certificates issued.

Asfar asbarring is concerned, the Bill does not stipulate how this information should
be made available by certification authorities without authorization. For certification
authorities with authorization, authority is provided in section 14(5) to regulate this
meatter.

Section 11:

Despite an authorization scheme being introduced for the purpose of ensuring the
religbility and integrity of certification authorities, and hence digitdl Sgnatures, faults
may naturaly occur asin dl sysems. These faults may involve aloss partly to the
keyholder and partly to the other party who is acting in reliance on the Signature.

For example, there might have been afault in connection with the issue of the key
certificate because the certification authority has not observed the prescribed
regulations for securing the keyholder's identity or for the technical design of key
certificates. There may aso be casesin which the Sgnature keys do no live up to
prescribed security regulations. Furthermore there may be defects on the diskette or
chipcard on which the sgnature key is sored. Findly there may be errorsin the
certification authority's information about the vdidity, expiry date etc. of the individua
key certificates.

Subsection (1):

A certification authority is liable to the keyholder aswell as addressees of digita
sgnatures for any loss due to falure of the certification authority to observe the
regulations that the certification authority has adopted for its own activitiesin its
certification practice, see dso comments on subsections (3) and (4).
Theligbility for such faultsis absolute, i.e. the certification authority must aso
compensate for loss due to accidenta faults.

Subsection (2):
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A certification authority issuing authorized key certificatesisliable to pay
compensation as described in subsection (1) and furthermore the authority isliable on
an absolute basis for loss due to fallure to comply with the minimum requirements laid
down for authorized key certificates pursuant to the Bill. This gpplies to a number of
security procedures regarding identification of users, generating keys, issuance and
handling, including any barring, of key certificates.

Subsection (3):

A cetification authority issuing key certificates for authorized digitd Sgnatureisdso
liable to ensure that the security of the systems employed by the user for giving digitd
sgnatures complies with the minimum security requirements of the Bill, see

section 14(6).

Based on the minimum requirements of the Bill, the certification authority may
prescribe what systems the user may employ for digita sgnature and how long the
certification authority will guarantee the key certificate. If these systems cannot live up
to the tipulated minimum requirements, the certification authority must compensate for
any loss arising out of this, see section 11(3).

In those Stuations where the user is co-respongble for the security of the digita
sgnature, it will be possible for the certification authority to adduce evidence to show
that the fault was due to the user's negligence. If the certification authority establishes
that alossis due to circumstances under the user's responsbility and thet it may be
ascribed to the keyholder's negligence, the certification authority's ligbility in relation to
the keyholder may be reduced or cease, and the certification authority may have
recourse againg the keyholder for any compensation paid to addressees.

The areas in which the user is co-responsible are notably concerned with the secrecy
of the private signature key. In case the keyholder, through culpable conduct, makesiit
possible for athird party to get access to the private sgnature key, the certification
authority's ligbility in relation to the keyholder will be reduced or cease, while any
claims of addressees may pass wholly or partly to the keyholder.

If, for example, the keyholder failsto protect his signature key with a PIN code or
givesthe PIN code to athird party, any ligbility to pay compensation should rest with
the keyholder. This should dso gpply in case the keyholder is using his sgnature key
together with systems other than those approved by the certification authority.

To the extent that it has been prescribed to the keyholder what systems he may use
for giving digita sgnatures, the keyholder is under an obligation to use these. If the
keyholder uses other systems and this may be established by the certification authority,
the keyholder will have to bear any loss arising, wholly or partly.
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Subsection (4):

The certification authority's absolute liability under section 11(1)-(3) will ceaseto the
extent that a key certificate is barred or has expired, or to the extent that a digital
message with adigital sgnature fals outside the gpplication area pecified in the
associated key certificate.

Subsection (5):

In those Stuations where al regulations have been observed by the certification
authority, the liability to pay compensation will be decided by the generd
compensation rules of Danish law.

Subsection (6):

This provison ams to regulate those circumstances in which adigit sgnature has
been given through forgery. The question of liability and compensation in Situations
involving forgery must be decided according to the generd rules of Danish law for
liability and compensation in case of forgery.

The Act on Payment Cards imposes liability to a certain extent on the bank, credit
card company or retail chain that has issued a payment card also in a Situation where
the card has not been barred on the part of the cardholder, i.e. a Stuation where a
thief has come into possession of both a Dancard and the PIN code.

It isnaturd for the Act on Payment Cards to impose such extended ligbility on banks,
credit card companies, retail chains etc. It is the professond task of these companies
to offer payments transfer, and in this connection they derive aclear financid and
adminigrative advantage from the existence of payment card systems. Another aspect
isthat the companies, by virtue of their generd role of arranging payments, have the
option of charging thisloss to payees, who will then bear theloss jointly and severdly.

That this regulation modd isfeasible in relation to payment cardsis dso due to the fact
that it is dways possible to determine in advance the exact amounts for which the card
issuer may become ligble, and that it is possible to limit this potentid liability via
drawing rules etc. However, adigitd sgnature may be linked to any transaction, which
meakes the potentid loss unknown and much more uncertain. If such extended liability
were imposed on certification authorities, it would therefore put severe restraint on the
establishment of these.
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The fact thet there are different liability rules for the use of payment sysems and
systems for digital Signature necessitates a clear distinction between these two aress.
Thusit must be ensured that it is clear to the consumer when a payment transaction,
respectively adigital sgnature, is being dedt with, see comments on section 3.

Section 12;

The proposed provison ams to ensure that a certification authority givesthe
necessary information to potential users. The provision is gpplicable to certification
authorities operating on the basis of an authorization as well as non-authorized
certification authorities.

The provison requires the certification authority to give information about the
authority's certification practice and genera businessterms.

The Bill dipulates thet thisinformation, as a minimum, should include a description of
the certification authority's procedures for issuing key certificates, including the
certification authority's rules for verifying the keyholder's identity, the certification
authority'sinterna security procedures etc. Such information will typically come under
a certification practice, but since no fixed practice for the content of such declarations
may yet be said to exig, it has been found desirable to lay down these minimum
requirements in the text of the Bill.

Section 13;

This provision regulates the protection of persona datain connection with an
authorized certification authority's issue of key certificates for authorized digita
sgnatures.

The provision applies both to authorized and non-authorized certification authorities. It
refersto aBill for an Act on Processing of Persona Data etc., expected to be passed
by the 1998/99 session of the Folketing, based on EU Directive 95/46.

The provison amsto prevent certification authorities from using persond data

obtained in connection with the issue of key certificates for other purposes, eg.
marketing activities.

Section 14:
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To build up the necessary security and confidence for giving digita signatures based
on certification authorities, it is proposed that this activity be based on the badis of
public authorization. Thiswill bein the form of private enterprises which may seek
authorization through the Minister of Research and Information Technology.

Although it is bascally assumed that certification authorities should be established
within a private framework, it may aso be relevant to set up publicly owned
certification authorities in connection with ingtitutions such as the Central Business
Regiger (CVR) and the Civil Regidration System (CPR). These two registers have
specid qudifications which enable them to give the secure business or persond
identification that forms the basis for the activities of certification authorities.

The access to authorization is optiona for certification authorities, and it is not
proposed to stipulate that the activities of certification authorities may only be carried
on under an authorization. Such requirement would condtitute a barrier to foreign
certification authorities access to the Danish market, which must be considered as
contrary to Denmark's commitments under EU law. At the same timeit must be
expected that amarket will arise for security-related services based on the issue of
key certificates etc. which will not comply with the requirements of the Act.

A certification authority may goply for authorization for the purpose of issuing
authorized key certificates or for the purpose of issuing key certificates for authorized
digitd Sgnatures.

The two authorization modes represent two different security levels. While the
certification authority issuing authorized key certificatesis solely guaranteeing security
on and in connection with the key certificate, the certification authority issuing key
certificates for authorized digital Sgnaturesis dso guaranteeing security in the
computer system and the signature key employed by the keyholder.

The two authorization modd s thus differ only in that the certification authority issuing
key certificates for authorized digitd Sgnatures undertakes a guarantee to addressees
for the software thet the originator is usng for generating keys and &ffixing authorized
digitd Sgnatures.

Asto the difference between the legd effect of usng an authorized key certificate and
akey certificate, reference is made to Generd Comments, section C(1).

More detailed conditions for obtaining authorizations will be laid down by Executive
Order, see subsection (3). The reason why it is not proposed to lay down
requirementsin this respect in the Act itsdlf isthat international growth is expected in
the market, and it will be desirable for Danish authorization requirements to be able to
reflect internationa developments on a current basis.
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To obtain the Danish State's authorization, certification authorities must be under
Danish jurisdiction since the public supervision associated with the authorization may
only be exercised within the territory of the Danish State.

Subsection (4):

Requirements for the company under section 14(3) may include capitd bagis,
insurance conditions and security routines.

Subsection (5):

Under this subsection, the Minister of Research and Information Technology isto lay
down more specific rules for the activities mentioned under nos. 1-5, to be carried out
by a certification authority when issuing key certificates for authorized digitd
sgnatures.

No. 1:

The linking between anaturd or legd person and the person's signature key is crucid
to the security of digital Sgnatures. If a certification authority, by mistake, issues akey
certificate indicating that Mr. A "is' Mr. B, thiswill mean that Mr. A will be adleto
pose as Mr. B. Consequently it is one of the essentid questionsin designing systems
for digital Sgnature to ensure that a person will not have issued a key certificate under
fdse identity.

It will probably be required that the user should appear persondly a some stage in the
registration process, either before the certification authority or before an authority
gppointed by the certification authority (e.g. a post office, abank or the nationa
regidtration office, which may act aslocd regidration authorities), establishing his
identity by means of avdid ID card with a photo, e.g. a passport or driving licence.
This requirement isto minimize the risk of faultsin the key certificate.

In addition, it must be consdered whether there should be a requirement for
verification of the identity viathe civil regigtration syssem (CPR) as regards persons
with aresidence permit in Denmark, or the central business register (CVR) as regards
bus nesses registered there. Based on the user's CPR or CVR number, the
certification authority will be able to verify information about the user'sidentity such as
this appears from the identification papers shown. In this manner the certification
authority will be sure that the person in question is a person actudly exigting (not a
made-up existence) and that the person is not registered as deceased or disappeared.
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The certification authority will probably be alowed to leave the practica identification
of keyholdersto authorities or enterprises (e.g. nationa registration offices, banks or
post offices), but the respongbility for observance of procedures will lie with the
certification authority, see comments on section 11.

No. 2:

The authorized certification authority will issue akey certificate to the user. The
certification authority must prepare the necessary security procedures to ensure that
key certificates issued contain correct factua information about the user's identity and
the associated signature key.

In connection with the issue, the certification authority will be required to work out
procedures to ensure that key certificates are unique, and that key certificates are not
issued to different persons with the same key pair. The certification authority may
leave the practica issue of key certificates to other authorities or enterprises, but the
respongibility for observance of procedures will lie with the certification authority.

Minimum requirements for the content of key certificates are regulated in section 15 of
the Bill.

No. 3:

The certification authority must set up and maintain a database of issued key
certificates for authorized digita signature.

It will be arequirement that the database should be available dectronicdly to potentia
addressees of digitd signatures. This meansthat a database in asystem where thereis
only an addressee (e.g. certain systems for homebanking) should only be available to
this addressee.

It will be required that the database should be maintained for at least 10 years after
expiry or barring of theindividua key certificate because it may aso be necessary
after this period to be able to check whether adigital signature given earlier has been
brought about by the indicated originator's private sgnature key, eg. in case of a
dispute over an old tenancy agreement existing in digita form, and whereit isto be
edtablished whether it was signed by an earlier landlord. It isthe certification
authority's respongbility to ensure that such key certificates can be made available.

No. 4:

Access to information on barring should be eectronicaly available to potentia
addressees of digitd sgnatures with the key certificate in question.
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It may be relevant to lay down more detailed rules on how the certification authority
should make information on barring available, but it will probably be sufficient to have
afunctiond requirement to the effect that addressees of digitd Sgnatures, by means of
agngle reference with the certification authority, should be able to get the necessary
information to verify the digitd signature, i.e. dl information as mentioned in

section 10(1).

It will be arequirement, however, that the certification authority respond immediately
to arequest for barring, and the certification authority will be liable to pay
compensation to the keyholder in caseiit fails to announce the barring immediately, see
section 11.

No. 5:

In addition to the fundamental security service in the form of identification, the
certification authority should dso offer users access to time stamping of digita
messages, see comments on section 3(8) of the Bill.

This provison may aso be used to lay down more detailed rules on the time samping
process to ensure that thisis sufficiently secure.

Subsection (6):

The certification authority isto ensure that the access to use authorized digita
sgnatures as established hereunder fulfils the statutory requirements for authorized
digitd sgnatures.

This provison gives authority for the Minister of Research and Information
Technology to lay down quditative requirements for the products (software and
hardware) as well as agorithms and signature keys to be used for giving authorized
digitd 9gnatures.

Based on the requirements laid down by the Minister of Research and Information
Technology, certification authorities issuing key certificates for authorized digitd
sgnatures may prescribe what products can be used for authorized digital Sgnatures.

Certification authorities may choose to offer their own products for digital Sgnatures.
In these Stuations the requirements will form the basis for the products supplied by the
certification authority for authorized digita sgnatures.

Products for digita signature will probably be supplied to a greater extent by software
or hardware suppliers, for example as an integra part of the user's PC, incorporated
in the PC operating system (e.g. Windows) or incorporated in the user's e-mall
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program or Internet browser. In this caseit will be the certification authority's job to
assess and gpprove the range of products which, according to the stipulated
requirements, may be used for authorized digital Sgnatures.

The certification authority will incur liability if the software gpproved or supplied by the
certification authority does not fulfil the minimum requirements of subsection (1).

Effortswill be made to formulate the stipulated requirements in such a manner that, on
one hand, they are sufficiently concrete to determine if a given product complies with
the requirements, while, on the other hand, they will preferably be kept in terms so
genera that the requirements will not become obsolete too early as aresult of
technical developments.

In the light of this, it is believed to be desrable, as a generd rule, to draw up functiond
requirements for the products - possibly described via well-known examples - and to
draw up more specific technicd requirementsin specid areas only.

On one hand, the requirements for authorized digita Sgnatures must be able to ensure
ahigh qudity. On the other, the requirements must necessarily reflect the current
technologica capabilities available in the market so that they can be met without
imposing excessive codts on certification authorities or users. For example, it will
probably be required in the longer term that private keys should be stored on
chipcards or other hardware tokens. On commencement of the Act this may be too
costly since chipcards and infrastructure for using these have not yet become generdly
avalable in the market.

At the present time, the following requirements may be foreseen:

Algorithms
Open and standardized agorithms must be used whose security iswiddy
recognized, eg. RSA, DSA, DiffieeHdlman.

Key lengths
The key lengths used in the system must give a security corresponding to RSA
keyswith alength of 1024 hits.

Key generating
The principles of key generating (e.g. choice of arandom generator) must ensure
generating of keyswith ahigh leve of security.

Key storing
The private signature key must be stored securely, e.g. on a chipcard, in other
hardware or in software protected by password encrypting.
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Requirements for verification of digita sgnatures

The product must be able, in a secure manner trangparent to the user, to verify the
vaidity of the key certificate and indicate the expiry date and any redtrictions on the
applicetion area.

The product must be able, in asmple (an preferably automatic) way, to check
whether the key certificate is barred. The addressee must be informed clearly
whether such checking has been made and what the result is.

Requirements for trangparency
It must be clear to the sender what message is being signed and to the addressee
on what message a given digitd Sgnature has been given.

Section 15:

This provison lays down aminimum levd for the information to be included in an
authorized key certificate.

No. 1

The unique identification of the keyholder isto protect against mistakes in key
certificates. The unique identification may for example be the name plus an amount of
additiond information ensuring that there are no other individuas with the same
identification data. Another possihility is an account number in abank etc.

The mogt obvious solution for systems to be used universally is of course to use civil
registiry numbers (CPR) in the key certificate. With the CPR number in the key
certificate, there will be a unique identification, a any rate for persons with aresidence
permit in Denmark, thus providing protection against mistaken identities. The use of
CPR numberswill aso mean easer adminigtration for public authoritiesin connection
with eectronic processing of forms etc.

For added privacy, the CPR number might be shown as ahash value, i.e. in coded
form, where only persons who dready know the originator's CPR number will be able
to verify the number by usng a computer program. Persons who do not know the
originator's CPR number in advance will only see a number of digits, which, however,
will meet the requirement for uniqueness.

All the same, it has not been proposed to use CPR numbersin the key certificate
itself, which is due to the fact that CPR numbers are limited to Denmark and that not
al sysems, for instance under public authorities, are necessarily usng CPR numbers.

No. 2.
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See comments on section 8.
No. 3.

It must appear from the key certificate that it has been issued by an authorized
certification authority and whether the certificate in question and the underlying system
for generating digita sgnatures comply with the requirements of the Bill for authorized
digitd 9gnatures.

No. 4.

See comments on section 9 and General Comments, section C(1).

Section 16:

This provison amsto make it possible to recognize foreign certification authorities,
key certificates and digital Sgnatures that meet the requirements of the Bill for
authorized digita signatures.

The use of digitd communication and hence digitd Sgnaturesis spreading to awide
extent across nationd borders. It must therefore be expected that we will soon have a
gtuation in which there will be aneed of recognizing foreign key certificates or
deciding to what extent an addressee of a digitd message provided with adigita
sgnature may rely on the sgnature as being binding on the originator. It is therefore
proposed that the Minister of Research and Information Technology should be
empowered to lay down rules for meeting internationa agreements. An initiative may
be expected from the EU Commission for EU law regulation, but in the long term
there may dso be agreements on an internationd bag's, e.g. within the framework of
the UN or WTO.

It isnot yet clear how internationa agreements on recognition of digital sgnatures will
be drawn up. It would be possible to have a recognition procedure at severd levels.
The most obvious solution would be for the nationd regulatory authorities of individua
countries to form agreements on mutua recognition, but it is also concalvable that
there will be amutua recognition on certification authority level so thet certification
authorities recognize and guarantee each others key certificates.

Section 17:

The proposed provison is to give public authorities and ingtitutions governed by the
Public Adminigtration Act aduty to receive digital messages.
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In thisway it should be made possible for citizens and companies as early as possble
to choose digital communication as an equa aternative to paper-based
communication. In the long term a trangtion from paper-based to digital
communication will involve very substantid savings to the community in terms of time
and resources, and the public sector should therefore lead the way in redlizing such
savings.

In connection with the proposed "duty” to receive digita messages, thereisboth a
practical Sde and alega side. The practica sideisthat the authority has to establish
the communications channds to the surrounding world that are necessary to alow
digita information to be transmitted to the authority. On the introduction of the Bill, the
Internet is the most frequently used form of communication, but developments within
communications may very wel produce other facilities which the authority will then
have to make use of in order to meet the requirements of the law.

Thelegd dde of the duty is that an authority actualy receiving alegible message must
aso beregarded in alegal respect asthe receiver of that message. "Reception” as
dedt with in section 17 means that a digital message entering an authority's computer
system is regarded as having reached that authority. The duty of a public authority to
receive digita messages thus means that an authority cannot reject adigital message
merely because the messageisin digital form.

In view of the fact that such generd duty to recelve digital communication, as
mentioned aready, will involve practical preparations and a certain amount of codts, it
is proposed that the duty should take effect from a date to be decided more
specificdly by the Minister of Research and Information Technology, and not earlier
than 1 January 2001.

The duty to receive digital messagesis generd, which means that the authority may
decide for itsdf how digita messages should actudly be received by the authority and
be digtributed interndly. Thus the authority may decide for itsdf whether it wantsto
recelve digita messages at one point within the authority, where they are printed out
and digtributed in a paper-based form to the relevant recipient (or viainternd e-mail),
or whether the authority wants to establish severa reception points for digital
messages within the authority, for example to enable digita messages to be sent
directly to individua employees. In the long term this may be expected to be the
solution, but in atrangtiona phase it may be necessary for the individud authority to
limit itsdf to one single reception point.

Definition of relevant areas within the public sector means that the Folketing and its
inditutions as well as the courts do not immediatdy come under the Bill, but it will
depend on the result of the hearing whether these indtitutions should be included under
the duty in section 17 dl the same. Furthermore, anumber of ingtitutions established
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on the basis of private law, e.g. salf-governing types of schools such as business
colleges and technical schools, are not included. Here, it has been found more correct
to let the duty follow the categories referred to in the Public Adminigtration Act so that
ingtitutions established on the basis of private law, but subject to the Public
Adminigration Act, will aso come under the Bill.

Subsection (2):

The authority will be used for defining what document formats public authorities should
be able to handle.

Subsections (3) and (4):

Under subsection (1), public authorities are required to offer citizens aliberty of
choice between digital and paper-based communication. According to the Bill, the
duty will only beimposed on public authorities, thus giving the citizen theright to
choose whether communication should be digita or on paper.

If the citizen wants to communicate digitally with public authorities, this will most
frequently take the form of an application by e-mail, and the address for replying will
appear automaticaly from the gpplication. If the application is made
non-dectronicdly, an eectronic address for replying may beincluded in the
goplication.

However, private citizens and companies may have an interest in being able to indicate
whether they wish to communicate digitally by registering at one centrd point,
especidly in connection with mass digtribution or communication not caused by a
previous gpplication on the part of the citizen. So there will be aneed of giving
authorities access to the e-mail address of citizens who have thus expressed awish to
be able to communicate in adigital form. This presupposesthat a centrd regidtration
scheme should be arranged for e-mail addresses, which might be established
conveniently in connection with the CPR and CVR regigers.

It should thus be possible for citizens to indicate to public authorities or to other
private citizens that they wish to place their email address on an equd footing with
their ordinary postd addressin relaion to public authorities, thereby undertaking the
same duty with regard to their emailbox as their physica mailbox, namely the duty to
empty the box and read incoming mall a regular intervas.

Subsections (2) and (3) will not be able to take effect until the registers in question
have been arranged for it. It is therefore proposed to let these provisions become
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effective subject to further decision by the Minister of Research and Information
Technology.

Sections 18-23:

These provisions describe the extent of public supervison and the possibility of filing
complaints regarding the decisons of the supervisory authority.

The Nationd Telecom Agency will maintain genera supervison of the operation and
activities of authorized certification authorities so as to preserve confidence in the
system. In case the certification authority fails to observe regulations for quaity
assurance and qudity control, or the company fails to comply with the requirements
dipulated under the Bill for carrying on such activities, the Nationd Telecom Agency
may revoke the authorization.

Supervision is expected to be carried out partly as concrete ingpection of authorized
certification authorities and partly by setting up and implementing system auditing. By
system auditing is meant auditing of generd computer control routines in certification
authorities. System auditing implies that an externa auditor approves the certification
authority's procedures for computer control and makes sure that these are observed.
Findly, the externad auditor carries out regular evauations of the computer control
routines of the certification authority.

Furthermore the National Telecom Agency maintains supervison to ensure that
non-authorized certification authorities observe the provisons of section 3(2),
section 10 and section 12.

As described under the financid and administrative consequences of the Bill, it isthe
intention that public activitiesin connection with supervison should be financed by the
user, acharge being collected from the authorized certification authorities to cover al
expenses incurred by public authorities in connection with supervison, public registers
in connection therewith and the development of competencies to be undertaken by the
public sector in order to carry out adequate supervision, see section 16.

Section 21

To solve any conflicts between the user and authorized certification authorities, it is
proposed to set up an adminigrative Appeds Board so that the individual user may
receive justice without taking the matter into court, thus avoiding the consequent costs.
However, asisthe case with a number of other adminigrative boards, the Board
cannot decide matters regarding compensation. The complaints facility is merely
planned to involve a limited conduct-regulating fee, see section 22(4), no. 1, asis
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known from other administrative complaints boards, e.g. the Consumer Complaints
Board. Thefeeisnot intended to cover the full costs of dedling with cases. Besides
this fee, costs associated with the Appeals Board are covered by the fee collected
from authorized certification authorities under section 19.

It is proposed that the Board should be composed of a person who meetsthe
ordinary conditions for being a High Court judge, as the chairman, and four members
who possess the necessary expertise within consumer questions, technology and
finance. The Minister of Research and Information Technology will gppoint the
members subject to proposals submitted by relevant organizations. It should be noted
that the Board is not intended to be composed with equal representation sncethisisa
new type of enterprise where representatives of the indusiry as such cannot be
gppointed at the present time.

The decisons of the Board may be brought before the courts within Six weeks. After
this, the decisons of the Board will be findl.

Section 24:

To ensure generd confidencein digital communication via certification authorities, it is
proposed that there should be a generd possibility of imposing sanctionsin case
incorrect informeation is given to a certification authority regarding identities or smilar
meatters. Sanctions under this Act will only be applied where more severe punishment
isnot prescribed under other laws. For example, false identity data given for the
purpose of being able to carry out specific lega transactions with athird party in good
faith may condtitute fraud under the Civil Pend Code.

Section 25:

It is proposed that the Act should come into forceon 1 January 1999. From the same
date, it will be possible to grant authorizations to certification authorities.

Subsection (2):

Under section 17, public authorities and ingtitutions have a duty to offer private citizens
and companies digital messages. It is proposed that this duty should become effective
at adate to be decided by the Minister of Research and Information Technology, but
not earlier than 1 January 2001. During the period until the duty becomes effective, it
isfor theindividud authority to decide whether it wants to offer citizens and
companies this service.
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Subsections (3) and (4):

At the moment is not possible to register an e-mail address either in the CPR or inthe
CVR regiger. The latter has not yet been established. It is therefore proposed that the
Minigter of Research and Information Technology should lay down more detailed
conditions regarding the implementation of these provisons.



